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Copyright

Copyright (©) 1985-2009 by the Massachusetts Institute of Technology.

Export of software employing encryption from the United States of America
may require a specific license from the United States Government. It is the
responsibility of any person or organization contemplating export to obtain
such a license before exporting.

WITHIN THAT CONSTRAINT, permission to use, copy, modify, and distribute this soft-
ware and its documentation for any purpose and without fee is hereby granted, provided
that the above copyright notice appear in all copies and that both that copyright notice and
this permission notice appear in supporting documentation, and that the name of M.I.T.
not be used in advertising or publicity pertaining to distribution of the software without
specific, written prior permission. Furthermore if you modify this software you must label
your software as modified software and not distribute it in such a fashion that it might
be confused with the original MIT software. M.I.T. makes no representations about the
suitability of this software for any purpose. It is provided “as is” without express or implied
warranty.

Individual source code files are copyright MIT, Cygnus Support, Novell, OpenVision Tech-
nologies, Oracle, Red Hat, Sun Microsystems, FundsXpress, and others.

Project Athena, Athena, Athena MUSE, Discuss, Hesiod, Kerberos, Moira, and Zephyr are
trademarks of the Massachusetts Institute of Technology (MIT). No commercial use of these
trademarks may be made without prior written permission of MIT.

“Commercial use” means use of a name in a product or other for-profit manner. It does
NOT prevent a commercial firm from referring to the MIT trademarks in order to convey
information (although in doing so, recognition of their trademark status should be given).

The following copyright and permission notice applies to the OpenVision Kerberos
Administration system located in kadmin/create, kadmin/dbutil, kadmin/passwd,
kadmin/server, 1ib/kadmb, and portions of 1ib/rpc:

Copyright, OpenVision Technologies, Inc., 1996, All Rights Reserved

WARNING: Retrieving the OpenVision Kerberos Administration system source code, as de-
scribed below, indicates your acceptance of the following terms. If you do not agree to the
following terms, do not retrieve the OpenVision Kerberos administration system.

You may freely use and distribute the Source Code and Object Code compiled from it, with
or without modification, but this Source Code is provided to you “AS IS” EXCLUSIVE
OF ANY WARRANTY, INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, OR ANY OTHER
WARRANTY, WHETHER EXPRESS OR IMPLIED. IN NO EVENT WILL OPENVISION
HAVE ANY LIABILITY FOR ANY LOST PROFITS, LOSS OF DATA OR COSTS OF
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL,
INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT,
INCLUDING, WITHOUT LIMITATION, THOSE RESULTING FROM THE USE OF THE
SOURCE CODE, OR THE FAILURE OF THE SOURCE CODE TO PERFORM, OR FOR
ANY OTHER REASON.
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OpenVision retains all copyrights in the donated Source Code. OpenVision also retains copy-
right to derivative works of the Source Code, whether created by OpenVision or by a third
party. The OpenVision copyright notice must be preserved if derivative works are made based
on the donated Source Code.

OpenVision Technologies, Inc. has donated this Kerberos Administration system to MIT for
inclusion in the standard Kerberos 5 distribution. This donation underscores our commitment
to continuing Kerberos technology development and our gratitude for the valuable work which
has been performed by MIT and the Kerberos community.

Portions contributed by Matt Crawford <crawdad@fnal.gov> were work per-
formed at Fermi National Accelerator Laboratory, which is operated by Uni-
versities Research Association, Inc., under contract DE-AC02-76CHO3000 with
the U.S. Department of Energy.

Portions of src/1ib/crypto have the following copyright:

Copyright (© 1998 by the FundsXpress, INC.
All rights reserved.

Export of this software from the United States of America may require a specific license
from the United States Government. It is the responsibility of any person or organization
contemplating export to obtain such a license before exporting.

WITHIN THAT CONSTRAINT, permission to use, copy, modify, and distribute this software
and its documentation for any purpose and without fee is hereby granted, provided that the
above copyright notice appear in all copies and that both that copyright notice and this
permission notice appear in supporting documentation, and that the name of FundsXpress.
not be used in advertising or publicity pertaining to distribution of the software without
specific, written prior permission. FundsXpress makes no representations about the suitability
of this software for any purpose. It is provided “as is” without express or implied warranty.

THIS SOFTWARE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES
OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The

implementation of the Yarrow pseudo-random number generator

src/lib/crypto/yarrow has the following copyright:

Copyright 2000 by Zero-Knowledge Systems, Inc.

Permission to use, copy, modify, distribute, and sell this software and its documentation
for any purpose is hereby granted without fee, provided that the above copyright notice
appear in all copies and that both that copyright notice and this permission notice appear
in supporting documentation, and that the name of Zero-Knowledge Systems, Inc. not be
used in advertising or publicity pertaining to distribution of the software without specific,
written prior permission. Zero-Knowledge Systems, Inc. makes no representations about the
suitability of this software for any purpose. It is provided “as is” without express or implied
warranty.

ZERO-KNOWLEDGE SYSTEMS, INC. DISCLAIMS ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL ZERO-KNOWLEDGE
SYSTEMS, INC. BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE,

in
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DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTUOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE
USE OR PERFORMANCE OF THIS SOFTWARE.

The implementation of the AES encryption algorithm in src/lib/crypto/aes has the
following copyright:

Copyright © 2001, Dr Brian Gladman <brg@gladman.uk.net>, Worcester, UK.
All rights reserved.

LICENSE TERMS

The free distribution and use of this software in both source and binary form is allowed (with
or without changes) provided that:

1. distributions of this source code include the above copyright notice, this list of conditions
and the following disclaimer;

2. distributions in binary form include the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other associated materials;

3. the copyright holder’s name is not used to endorse products built using this software
without specific written permission.

DISCLAIMER

This software is provided ’as is’ with no explcit or implied warranties in respect of any prop-
erties, including, but not limited to, correctness and fitness for purpose.

Portions contributed by Red Hat, including the pre-authentication plug-in framework, con-
tain the following copyright:

Copyright (© 2006 Red Hat, Inc.
Portions copyright © 2006 Massachusetts Institute of Technology
All Rights Reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of condi-
tions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e Neither the name of Red Hat, Inc., nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBU-
TORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, IN-
DIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
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ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

The implementations of GSSAPI mechglue in GSSAPI-SPNEGO in src/lib/gssapi, in-
cluding the following files:

lib/gssapi/generic/gssapi_err_generic.et
lib/gssapi/mechglue/g_accept_sec_context.c
lib/gssapi/mechglue/g_acquire_cred.c
lib/gssapi/mechglue/g_canon_name.c
lib/gssapi/mechglue/g_compare_name.c
lib/gssapi/mechglue/g_context_time.c
lib/gssapi/mechglue/g_delete_sec_context.c
lib/gssapi/mechglue/g_dsp_name.c
lib/gssapi/mechglue/g_dsp_status.c
1lib/gssapi/mechglue/g_dup_name.c
lib/gssapi/mechglue/g_exp_sec_context.c
lib/gssapi/mechglue/g_export_name.c
lib/gssapi/mechglue/g_glue.c
lib/gssapi/mechglue/g_imp_name.c
lib/gssapi/mechglue/g_imp_sec_context.c
lib/gssapi/mechglue/g_init_sec_context.c
lib/gssapi/mechglue/g_initialize.c
lib/gssapi/mechglue/g_inquire_context.c
lib/gssapi/mechglue/g_inquire_cred.c
lib/gssapi/mechglue/g_inquire_names.c
lib/gssapi/mechglue/g_process_context.c
lib/gssapi/mechglue/g_rel_buffer.c
lib/gssapi/mechglue/g_rel_cred.c
lib/gssapi/mechglue/g_rel_name.c
lib/gssapi/mechglue/g_rel_oid_set.c
lib/gssapi/mechglue/g_seal.c
lib/gssapi/mechglue/g_sign.c
lib/gssapi/mechglue/g_store_cred.c
lib/gssapi/mechglue/g_unseal.c
lib/gssapi/mechglue/g_userok.c
lib/gssapi/mechglue/g_utils.c
lib/gssapi/mechglue/g_verify.c
lib/gssapi/mechglue/gssd_pname_to_uid.c
lib/gssapi/mechglue/mglueP.h
lib/gssapi/mechglue/oid_ops.c
lib/gssapi/spnego/gssapiP_spnego.h
lib/gssapi/spnego/spnego_mech.c

and the initial implementation of incremental propagation, including the following new or
changed files:

include/iprop_hdr.h
kadmin/server/ipropd_svc.c
1lib/kdb/iprop.x
1lib/kdb/kdb_convert.c
1ib/kdb/kdb_log.c
1ib/kdb/kdb_log.h
1lib/krb5/error_tables/kdb5_err.et
slave/kpropd_rpc.c
slave/kproplog.c
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and marked portions of the following files:

1lib/krb5/0s/hst_realm.c

are subject to the following license:
Copyright (© 2004 Sun Microsystems, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the “Software”), to deal in the Software without restric-
tion, including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or sub-
stantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS 1IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONIN-
FRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Kerberos V5 includes documentation and software developed at the University of California
at Berkeley, which includes this copyright notice:

Copyright (© 1983 Regents of the University of California.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of condi-
tions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS
OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPE-
CIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIM-
ITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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Portions contributed by Novell, Inc., including the LDAP database backend, are subject to
the following license:

Copyright (© 2004-2005, Novell, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of condi-
tions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e The copyright holder’s name is not used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBU-
TORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, IN-
DIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

Portions funded by Sandia National Laboratory and developed by the University of Michi-
gan’s Center for Information Technology Integration, including the PKINIT implementa-
tion, are subject to the following license:

COPYRIGHT (© 2006-2007
THE REGENTS OF THE UNIVERSITY OF MICHIGAN
ALL RIGHTS RESERVED

Permission is granted to use, copy, create derivative works and redistribute this software and
such derivative works for any purpose, so long as the name of The University of Michigan is
not used in any advertising or publicity pertaining to the use of distribution of this software
without specific, written prior authorization. If the above copyright notice or any other
identification of the University of Michigan is included in any copy of any portion of this
software, then the disclaimer below must also be included.

THIS SOFTWARE IS PROVIDED AS IS, WITHOUT REPRESENTATION FROM THE
UNIVERSITY OF MICHIGAN AS TO ITS FITNESS FOR ANY PURPOSE, AND WITH-
OUT WARRANTY BY THE UNIVERSITY OF MICHIGAN OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION THE IMPLIED WAR-
RANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE REGENTS OF THE UNIVERSITY OF MICHIGAN SHALL NOT BE LIABLE FOR
ANY DAMAGES, INCLUDING SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUEN-
TIAL DAMAGES, WITH RESPECT TO ANY CLAIM ARISING OUT OF OR IN CON-
NECTION WITH THE USE OF THE SOFTWARE, EVEN IF IT HAS BEEN OR IS HERE-
AFTER ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

The pkesll.h file included in the PKINIT code has the following license:
Copyright 2006 g10 Code GmbH Copyright 2006 Andreas Jellinghaus
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This file is free software; as a special exception the author gives unlimited permission to copy
and/or distribute it, with or without modifications, as long as this notice is preserved.

This file is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY,
to the extent permitted by law; without even the implied warranty of MERCHANTABILITY
or FITNESS FOR A PARTICULAR PURPOSE.

Portions contributed by Apple Inc. are subject to the following license:

Copyright 2004-2008 Apple Inc. All Rights Reserved.

Export of this software from the United States of America may require a specific license
from the United States Government. It is the responsibility of any person or organization
contemplating export to obtain such a license before exporting.

WITHIN THAT CONSTRAINT, permission to use, copy, modify, and distribute this software
and its documentation for any purpose and without fee is hereby granted, provided that the
above copyright notice appear in all copies and that both that copyright notice and this
permission notice appear in supporting documentation, and that the name of Apple Inc. not
be used in advertising or publicity pertaining to distribution of the software without specific,
written prior permission. Apple Inc. makes no representations about the suitability of this
software for any purpose. It is provided "as is" without express or implied warranty.

THIS SOFTWARE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES
OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The implementations of strlcpy and strlcat in src/util/support/strlcat.c have the following
copyright and permission notice:

Copyright © 1998 Todd C. Miller <Todd.Miller@courtesan.com>

Permission to use, copy, modify, and distribute this software for any purpose with or without
fee is hereby granted, provided that the above copyright notice and this permission notice
appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WAR-
RANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WAR-
RANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AU-
THOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE,
DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE
OR PERFORMANCE OF THIS SOFTWARE.

The

implementations of UTF-8 string handling in  src/util/support

and

src/lib/krb5 /unicode are subject to the following copyright and permission
notice:

The OpenLDAP Public License Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation ("Software"), with or
without modification, are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,
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2. Redistributions in binary form must reproduce applicable copyright statements and no-
tices, this list of conditions, and the following disclaimer in the documentation and/or other
materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is
distinguished by a version number. You may use this Software under terms of this license
revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CON-
TRIBUTORS “AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUD-
ING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S)
OR OWNER(S) OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise
to promote the sale, use or other dealing in this Software without specific, written prior
permission. Title to copyright in this Software shall at all times remain with copyright holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights
Reserved. Permission to copy and distribute verbatim copies of this document is granted.

Marked test programs in src/lib/krb5/krb have the following copyright:

Copyright © 2006 Kungliga Tekniska Hogskolan (Royal Institute of Technology, Stockholm,
Sweden). All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of KTH nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY KTH AND ITS CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL KTH OR ITS CON-
TRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
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USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGE.

Permission is granted to make and distribute verbatim copies of this manual provided the
copyright notices and this permission notice are preserved on all copies.

Permission is granted to copy and distribute modified versions of this manual under the
conditions for verbatim copying, provided also that the entire resulting derived work is
distributed under the terms of a permission notice identical to this one.

Permission is granted to copy and distribute translations of this manual into another lan-
guage, under the above conditions for modified versions.
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1 Introduction

Kerberos V5 is an authentication system developed at MIT. Kerberos is named for the three-
headed watchdog from Greek mythology, who guarded the entrance to the underworld.

Under Kerberos, a client (generally either a user or a service) sends a request for a ticket
to the Key Distribution Center (KDC). The KDC creates a ticket-granting ticket (TGT)
for the client, encrypts it using the client’s password as the key, and sends the encrypted
TGT back to the client. The client then attempts to decrypt the TGT, using its password.
If the client successfully decrypts the TGT (i.e., if the client gave the correct password), it
keeps the decrypted TGT, which indicates proof of the client’s identity.

The TGT, which expires at a specified time, permits the client to obtain additional tickets,
which give permission for specific services. The requesting and granting of these additional
tickets is user-transparent.

Since Kerberos negotiates authenticated, and optionally encrypted, communications be-
tween two points anywhere on the internet, it provides a layer of security that is not de-
pendent on which side of a firewall either client is on. Since studies have shown that half of
the computer security breaches in industry happen from inside firewalls, MIT’s Kerberos
V5 plays a vital role in maintaining your network security.

The Kerberos V5 package is designed to be easy to use. Most of the commands are nearly
identical to UNIX network programs you already use. Kerberos V5 is a single-sign-on
system, which means that you have to type your password only once per session, and
Kerberos does the authenticating and encrypting transparently.

1.1 What is a Ticket?

Your Kerberos credentials, or “tickets”, are a set of electronic information that can be used
to verify your identity. Your Kerberos tickets may be stored in a file, or they may exist
only in memory.

The first ticket you obtain is a ticket-granting ticket, which permits you to obtain additional
tickets. These additional tickets give you permission for specific services. The requesting
and granting of these additional tickets happens transparently.

A good analogy for the ticket-granting ticket is a three-day ski pass that is good at four
different resorts. You show the pass at whichever resort you decide to go to (until it expires),
and you receive a lift ticket for that resort. Once you have the lift ticket, you can ski all
you want at that resort. If you go to another resort the next day, you once again show your
pass, and you get an additional lift ticket for the new resort. The difference is that the
Kerberos V5 programs notice that you have the weekend ski pass, and get the lift ticket for
you, so you don’t have to perform the transactions yourself.
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1.2 What is a Kerberos Principal?

A Kerberos principal is a unique identity to which Kerberos can assign tickets. Principals
can have an arbitrary number of components. Each component is separated by a component
separator, generally ‘/’. The last component is the realm, separated from the rest of the
principal by the realm separator, generally ‘@. If there is no realm component in the
principal, then it will be assumed that the principal is in the default realm for the context
in which it is being used.

Traditionally, a principal is divided into three parts: the primary, the instance, and the
realm. The format of a typical Kerberos V5 principal is primary/instance@REALM.

e The primary is the first part of the principal. In the case of a user, it’s the same as
your username. For a host, the primary is the word host.

e The instance is an optional string that qualifies the primary. The instance is separated
from the primary by a slash (/). In the case of a user, the instance is usually null, but
a user might also have an additional principal, with an instance called ‘admin’, which
he/she uses to administrate a database. The principal jennifer@ATHENA.MIT.EDU
is completely separate from the principal jennifer/admin@ATHENA.MIT.EDU, with a
separate password, and separate permissions. In the case of a host, the instance is the
fully qualified hostname, e.g., daffodil.mit.edu.

e The realm is your Kerberos realm. In most cases, your Kerberos realm is your domain
name, in upper-case letters. For example, the machine daffodil.example.com would
be in the realm EXAMPLE. COM.
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2 Kerberos V5 Tutorial

This tutorial is intended to familiarize you with the Kerberos V5 client programs. We will
represent your prompt as “shelly”. So an instruction to type the “1s” command would

be represented as follows:
shell% 1s

In these examples, we will use sample usernames, such as jennifer and david, sample
hostnames, such as daffodil and trillium, and sample domain names, such as mit.edu
and example.com. When you see one of these, substitute your username, hostname, or
domain name accordingly.

2.1 Setting Up to Use Kerberos V5

Your system administrator will have installed the Kerberos V5 programs in whichever direc-
tory makes the most sense for your system. We will use /usr/local throughout this guide to
refer to the top-level directory Kerberos V5 directory. We will therefor use /usr/local/bin
to denote the location of the Kerberos V5 user programs. In your installation, the direc-
tory name may be different, but whatever the directory name is, you should make sure it
is included in your path. You will probably want to put it ahead of the directories /bin
and /usr/bin so you will get the Kerberos V5 network programs, rather than the standard
UNIX versions, when you type their command names.

2.2 Ticket Management

On many systems, Kerberos is built into the login program, and you get tickets automati-
cally when you log in. Other programs, such as rsh, rcp, telnet, and rlogin, can forward
copies of your tickets to the remote host. Most of these programs also automatically destroy
your tickets when they exit. However, MIT recommends that you explicitly destroy your
Kerberos tickets when you are through with them, just to be sure. One way to help ensure
that this happens is to add the kdestroy command to your .logout file. Additionally, if
you are going to be away from your machine and are concerned about an intruder using
your permissions, it is safest to either destroy all copies of your tickets, or use a screensaver
that locks the screen.

2.2.1 Kerberos Ticket Properties

There are various properties that Kerberos tickets can have:

If a ticket is forwardable, then the KDC can issue a new ticket with a different network
address based on the forwardable ticket. This allows for authentication forwarding without
requiring a password to be typed in again. For example, if a user with a forwardable TGT
logs into a remote system, the KDC could issue a new TGT for that user with the network
address of the remote system, allowing authentication on that host to work as though the
user were logged in locally.

When the KDC creates a new ticket based on a forwardable ticket, it sets the forwarded
flag on that new ticket. Any tickets that are created based on a ticket with the forwarded
flag set will also have their forwarded flags set.
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A proxiable ticket is similar to a forwardable ticket in that it allows a service to take on
the identity of the client. Unlike a forwardable ticket, however, a proxiable ticket is only
issued for specific services. In other words, a ticket-granting ticket cannot be issued based
on a ticket that is proxiable but not forwardable.

A proxy ticket is one that was issued based on a proxiable ticket.

A postdated ticket is issued with the invalid flag set. After the starting time listed on the
ticket, it can be presented to the KDC to obtain valid tickets.

Tickets with the postdateable flag set can be used to issue postdated tickets.

Renewable tickets can be used to obtain new session keys without the user entering their
password again. A renewable ticket has two expiration times. The first is the time at which
this particular ticket expires. The second is the latest possible expiration time for any ticket
issued based on this renewable ticket.

A ticket with the initial flag set was issued based on the authentication protocol, and not
on a ticket-granting ticket. Clients that wish to ensure that the user’s key has been recently
presented for verification could specify that this flag must be set to accept the ticket.

An invalid ticket must be rejected by application servers. Postdated tickets are usually
issued with this flag set, and must be validated by the KDC before they can be used.

A preauthenticated ticket is one that was only issued after the client requesting the ticket
had authenticated itself to the KDC.

The hardware authentication flag is set on a ticket which required the use of hardware for
authentication. The hardware is expected to be possessed only by the client which requested
the tickets.

If a ticket has the transit policy checked flag set, then the KDC that issued this ticket
implements the transited-realm check policy and checked the transited-realms list on the
ticket. The transited-realms list contains a list of all intermediate realms between the realm
of the KDC that issued the first ticket and that of the one that issued the current ticket.
If this flag is not set, then the application server must check the transited realms itself or
else reject the ticket.

The okay as delegate flag indicates that the server specified in the ticket is suitable as a
delegate as determined by the policy of that realm. A server that is acting as a delegate
has been granted a proxy or a forwarded TGT. This flag is a new addition to the Kerberos
V5 protocol and is not yet implemented on MIT servers.

An anonymous ticket is one in which the named principal is a generic principal for that
realm; it does not actually specify the individual that will be using the ticket. This ticket
is meant only to securely distribute a session key. This is a new addition to the Kerberos
V5 protocol and is not yet implemented on MIT servers.
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2.2.2 Obtaining Tickets with kinit

If your site is using the Kerberos V5 login program, you will get Kerberos tickets automati-
cally when you log in. If your site uses a different login program, you may need to explicitly
obtain your Kerberos tickets, using the kinit program. Similarly, if your Kerberos tickets
expire, use the kinit program to obtain new ones.

To use the kinit program, simply type kinit and then type your password at the prompt.
For example, Jennifer (whose username is jennifer) works for Bleep, Inc. (a fictitious
company with the domain name mit.edu and the Kerberos realm ATHENA.MIT.EDU). She
would type:

shell% kinit

Password for jennifercATHENA.MIT.EDU: <-- [Type jennifer’s password here.]
shell%

If you type your password incorrectly, kinit will give you the following error message:

shell’% kinit

Password for jennifercATHENA.MIT.EDU: <-- [Type the wrong password here.]
kinit: Password incorrect

shell%

and you won’t get Kerberos tickets.
Notice that kinit assumes you want tickets for your own username in your default realm.

Suppose Jennifer’s friend David is visiting, and he wants to borrow a window to check his
mail. David needs to get tickets for himself in his own realm, EXAMPLE.COM.! He would

type:

shell% kinit david@EXAMPLE.COM
Password for david@EXAMPLE.COM: <-- [Type david’s password here.]
shell%

David would then have tickets which he could use to log onto his own machine. Note that
he typed his password locally on Jennifer’s machine, but it never went over the network.
Kerberos on the local host performed the authentication to the KDC in the other realm.

If you want to be able to forward your tickets to another host, you need to request forward-
able tickets. You do this by specifying the -f option:

shell% kinit -f
Password for jennifercATHENA.MIT.EDU: <-- [Type your password here.]
shell%

Note that kinit does not tell you that it obtained forwardable tickets; you can verify this
using the klist command (see (undefined) [Viewing Your Tickets with klist], page (unde-
fined)).

Normally, your tickets are good for your system’s default ticket lifetime, which is ten hours
on many systems. You can specify a different ticket lifetime with the ‘-1’ option. Add the
letter ‘s’ to the value for seconds, ‘m’ for minutes, ‘h’ for hours, or ‘d’ for days.

Note: the realm EXAMPLE.COM must be listed in your computer’s Kerberos configuration file,
/etc/krb5. conf.
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For example, to obtain forwardable tickets for david@EXAMPLE.COM that would be good for
three hours, you would type:

shell% kinit -f -1 3h david@EXAMPLE.COM
Password for davidGEXAMPLE.COM: <-- [Type david’s password here.]
shell%

You cannot mix units; specifying a lifetime of ‘3h30m’ would result in an error. Note also
that most systems specify a maximum ticket lifetime. If you request a longer ticket lifetime,
it will be automatically truncated to the maximum lifetime.

2.2.3 Viewing Your Tickets with klist

The k1list command shows your tickets. When you first obtain tickets, you will have only
the ticket-granting ticket. (See (undefined) [What is a Ticket?], page (undefined).) The
listing would look like this:

shell% klist
Ticket cache: /tmp/krb5cc_ttypa
Default principal: jennifer@ATHENA.MIT.EDU

Valid starting Expires Service principal
06/07/04 19:49:21 06/08/04 05:49:19 krbtgt/ATHENA.MIT.EDUQATHENA.MIT.EDU
shell%

The ticket cache is the location of your ticket file. In the above example, this file is named
/tmp/krb5cc_ttypa. The default principal is your kerberos principal. (see (undefined)
[What is a Kerberos Principal?], page (undefined))

The “valid starting” and “expires” fields describe the period of time during which the ticket
is valid. The service principal describes each ticket. The ticket-granting ticket has the
primary krbtgt, and the instance is the realm name.

Now, if jennifer connected to the machine daffodil.mit.edu, and then typed klist again,
she would have gotten the following result:

shell% klist
Ticket cache: /tmp/krb5cc_ttypa
Default principal: jennifer@ATHENA.MIT.EDU

Valid starting Expires Service principal

06/07/04 19:49:21 06/08/04 05:49:19 krbtgt/ATHENA.MIT.EDUQATHENA.MIT.EDU
06/07/04 20:22:30 06/08/04 05:49:19 host/daffodil.mit.edu@ATHENA.MIT.EDU
shell%

Here’s what happened: when jennifer used telnet to connect to the host daffodil.mit.edu,
the telnet program presented her ticket-granting ticket to the KDC and requested a host
ticket for the host daffodil.mit.edu. The KDC sent the host ticket, which telnet then
presented to the host daffodil.mit.edu, and she was allowed to log in without typing her
password.
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Suppose your Kerberos tickets allow you to log into a host in another domain, such as
trillium.example.com, which is also in another Kerberos realm, EXAMPLE.COM. If you
telnet to this host, you will receive a ticket-granting ticket for the realm EXAMPLE.COM, plus

the new host ticket for trillium.example.com. klist will now show:

shell% klist

Ticket cache: /tmp/krb5cc_ttypa
jennifer@ATHENA.MIT.EDU

Default principal:

Valid starting
06/07/04 19:49:21
06/07/04 20:22:30
06/07/04 20:24:18
06/07/04 20:24:18
shell%

Expires

06/08/04 05:49:19
06/08/04 05:49:19
06/08/04 05:49:19
06/08/04 05:49:19

Service principal

krbtgt/ATHENA .MIT.EDUQGATHENA.MIT.EDU
host/daffodil.mit.edu@ATHENA.MIT.EDU
krbtgt/EXAMPLE. COM@ATHENA . MIT.EDU
host/trillium.example.com@ATHENA.MIT.EDU

You can use the -f option to view the flags that apply to your tickets. The flags are:

forwarded
Proxiable

proxy

postdated
Renewable
Initial
invalid

P OoRPEIT-mRIATT UM

anonymous

Here is a sample listing. In this example, the user jennifer obtained her initial tickets (‘I’),
which are forwardable (‘F’) and postdated (‘d’) but not yet validated (‘i’). (See (undefined)

Forwardable

postDateable

Hardware authenticated
preAuthenticated
Transit policy checked
Okay as delegate

[kinit Reference|, page (undefined), for more information about postdated tickets.)

shell% klist -f

Ticket cache: /tmp/krb5cc_320
Default principal: jennifere ATHENA.MIT.EDU

Valid starting Expires

Service principal

31/07/05 19:06:25 31/07/05 19:16:25 krbtgt/ATHENA.MIT.EDUCATHENA.MIT.EDU

Flags: Fdil
shell%
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In the following example, the user david’s tickets were forwarded (‘f’) to this host from
another host. The tickets are reforwardable (‘F’).

shell% klist -f
Ticket cache: /tmp/krb5cc_p11795
Default principal: davideEXAMPLE.COM

Valid starting  Expires Service principal

07/31/05 11:52:29 07/31/05 21:11:23 krbtgt/EXAMPLE.COM@EXAMPLE.COM
Flags: Ff

07/31/05 12:03:48 07/31/05 21:11:23 host/trillium.example.com@EXAMPLE.COM
Flags: Ff

shell%

2.2.4 Destroying Your Tickets with kdestroy

Your Kerberos tickets are proof that you are indeed yourself, and tickets can be stolen. If
this happens, the person who has them can masquerade as you until they expire. For this
reason, you should destroy your Kerberos tickets when you are away from your computer.

Destroying your tickets is easy. Simply type kdestroy.

shell% kdestroy
shell%

If kdestroy fails to destroy your tickets, it will beep and give an error message. For example,
if kdestroy can’t find any tickets to destroy, it will give the following message:

shell% kdestroy
kdestroy: No credentials cache file found while destroying cache
shell%

2.3 Password Management

Your password is the only way Kerberos has of verifying your identity. If someone finds
out your password, that person can masquerade as you—send email that comes from you,
read, edit, or delete your files, or log into other hosts as you—and no one will be able to
tell the difference. For this reason, it is important that you choose a good password (see
(undefined) [Password Advice], page (undefined)), and keep it secret. If you need to give
access to your account to someone else, you can do so through Kerberos. (See (undefined)
[Granting Access to Your Account], page (undefined).) You should never tell your password
to anyone, including your system administrator, for any reason. You should change your
password frequently, particularly any time you think someone may have found out what it
is.
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2.3.1 Changing Your Password

To change your Kerberos password, use the kpasswd command. It will ask you for your old
password (to prevent someone else from walking up to your computer when you’re not there
and changing your password), and then prompt you for the new one twice. (The reason
you have to type it twice is to make sure you have typed it correctly.) For example, user
david would do the following:

shell% kpasswd

Password for david: <- Type your old password.
Enter new password: <- Type your new password.
Enter it again: <- Type the new password again.
Password changed.

shell%

If david typed the incorrect old password, he would get the following message:

shell% kpasswd

Password for david: <- Type the incorrect old password.
kpasswd: Password incorrect while getting initial ticket

shell%

If you make a mistake and don’t type the new password the same way twice, kpasswd will
ask you to try again:

shell% kpasswd

Password for david: <- Type the old password.
Enter new password: <- Type the new password.
Enter it again: <- Type a different new password.
kpasswd: Password mismatch while reading password
shell%

Once you change your password, it takes some time for the change to propagate through
the system. Depending on how your system is set up, this might be anywhere from a few
minutes to an hour or more. If you need to get new Kerberos tickets shortly after changing
your password, try the new password. If the new password doesn’t work, try again using
the old one.

2.3.2 Password Advice

Your password can include almost any character you can type (except control keys and the
“enter” key). A good password is one you can remember, but that no one else can easily
guess. Examples of bad passwords are words that can be found in a dictionary, any common
or popular name, especially a famous person (or cartoon character), your name or username
in any form (e.g., forward, backward, repeated twice, etc.), your spouse’s, child’s, or pet’s
name, your birth date, your social security number, and any sample password that appears
in this (or any other) manual.
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MIT recommends that your password be at least 6 characters long, and contain UPPER-
and lower-case letters, numbers, and/or punctuation marks. Some passwords that would
be good if they weren’t listed in this manual include:

e some initials, like “GykoR-66.” for “Get your kicks on Route 66.”
e an easy-to-pronounce nonsense word, like “slaRooBey” or “krang-its”
e a misspelled phrase, like “2HotPeetzas!” or “ItzAGurl!!!”

Note: don’t actually use any of the above passwords. They’re only meant to show you how
to make up a good password. Passwords that appear in a manual are the first ones intruders
will try.

Kerberos V5 allows your system administrators to automatically reject bad passwords, based
on certain criteria, such as a password dictionary or a minimum length. For example, if the
user jennifer, who had a policy "strict" that required a minimum of 8 characaters, chose
a password that was less than 8 characters, Kerberos would give an error message like the
following;:

shell% kpasswd
Password for jennifer: <- Type your old password here.

jennifer’s password is controlled by the policy strict, which
requires a minimum of 8 characters from at least 3 classes (the five classes
are lowercase, uppercase, numbers, punctuation, and all other characters).

Enter new password: <- Type an insecure new password.
Enter it again: <- Type it again.

kpasswd: Password is too short while attempting to change password.
Please choose another password.

Enter new password: <- Type a good password here.
Enter it again: <- Type it again.

Password changed.

shell%

Your system administrators can choose the message that is displayed if you choose a bad
password, so the message you see may be different from the above example.

2.3.3 Granting Access to Your Account

If you need to give someone access to log into your account, you can do so through Kerberos,
without telling the person your password. Simply create a file called .k5login in your
home directory. This file should contain the Kerberos principal (See (undefined) [What is
a Kerberos Principal?], page (undefined).) of each person to whom you wish to give access.
Each principal must be on a separate line. Here is a sample .k5login file:

jennifer@ATHENA.MIT.EDU
david@EXAMPLE.COM

This file would allow the users jennifer and david to use your user ID, provided that
they had Kerberos tickets in their respective realms. If you will be logging into other hosts
across a network, you will want to include your own Kerberos principal in your .k5login
file on each of these hosts.
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Using a .kb5login file is much safer than giving out your password, because:

e You can take access away any time simply by removing the principal from your
.kblogin file.

e Although the user has full access to your account on one particular host (or set of hosts
if your .k5login file is shared, e.g., over NFS), that user does not inherit your network
privileges.

e Kerberos keeps a log of who obtains tickets, so a system administrator could find out,
if necessary, who was capable of using your user ID at a particular time.

One common application is to have a .k5login file in root’s home directory, giving root
access to that machine to the Kerberos principals listed. This allows system administrators
to allow users to become root locally, or to log in remotely as root, without their having
to give out the root password, and without anyone having to type the root password over
the network.

2.4 Kerberos V5 Applications

Kerberos V5 is a single-sign-on system. This means that you only have to type your pass-
word once, and the Kerberos V5 programs do the authenticating (and optionally encrypting)
for you. The way this works is that Kerberos has been built into each of a suite of network
programs. For example, when you use a Kerberos V5 program to connect to a remote host,
the program, the KDC, and the remote host perform a set of rapid negotiations. When
these negotiations are completed, your program has proven your identity on your behalf
to the remote host, and the remote host has granted you access, all in the space of a few
seconds.

The Kerberos V5 applications are versions of existing UNIX network programs with the
Kerberos features added.

2.4.1 Overview of Additional Features

The Kerberos V5 network programs are those programs that connect to another host some-
where on the internet. These programs include rlogin, telnet, ftp, rsh, rcp, and ksu.
These programs have all of the original features of the corresponding non-Kerberos rlogin,
telnet, ftp, rsh, rcp, and su programs, plus additional features that transparently use
your Kerberos tickets for negotiating authentication and optional encryption with the re-
mote host. In most cases, all you’ll notice is that you no longer have to type your password,
because Kerberos has already proven your identity.

The Kerberos V5 network programs allow you the options of forwarding your tickets to the
remote host (if you obtained forwardable tickets with the kinit program; see (undefined)
[Obtaining Tickets with kinit], page (undefined)), and encrypting data transmitted between
you and the remote host.

This section of the tutorial assumes you are familiar with the non-Kerberos versions of these
programs, and highlights the Kerberos functions added in the Kerberos V5 package.
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2.4.2 telnet

The Kerberos V5 telnet command works exactly like the standard UNIX telnet program,
with the following Kerberos options added:

-f forwards a copy of your tickets to the remote host.

-F forwards a copy of your tickets to the remote host, and marks them
re-forwardable from the remote host.

-k realm requests tickets for the remote host in the specified realm, instead of determining
the realm itself.

-K uses your tickets to authenticate to the remote host, but does not log you in.

-a attempt automatic login using your tickets. telnet will assume the same user-
name unless you explicitly specify another.

-X turns on encryption.

For example, if david wanted to use the standard UNIX telnet to connect to the machine
daffodil.mit.edu, he would type:

shell% telnet daffodil.example.com
Trying 128.0.0.5 ...

Connected to daffodil.example.com.
Escape character is *"]".

NetBSD/i386 (daffodil) (ttyp3)

login: david
Password: <- david types his password here
Last login: Fri Jun 21 17:13:11 from trillium.mit.edu
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.

NetBSD 1.1: Tue May 21 00:31:42 EDT 1996

Welcome to NetBSD!
shell%

Note that the machine daffodil.example. com asked for david’s password. When he typed
it, his password was sent over the network unencrypted. If an intruder were watching
network traffic at the time, that intruder would know david’s password.
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If, on the other hand, jennifer wanted to use the Kerberos V5 telnet to connect to the
machine trillium.mit.edu, she could forward a copy of her tickets, request an encrypted
session, and log on as herself as follows:

shell% telnet -a -f -x trillium.mit.edu

Trying 128.0.0.5...

Connected to trillium.mit.edu.

Escape character is *"]".

[ Kerberos V5 accepts you as “jennifer@mit.edu” |

[ Kerberos V5 accepted forwarded credentials |

What you type is protected by encryption.

Last login: Tue Jul 30 18:47:44 from daffodil.example.com

Athena Server (sun4) Version 9.1.11 Tue Jul 30 14:40:08 EDT 2002

shell%

Note that jennifer’s machine used Kerberos to authenticate her to trillium.mit.edu,
and logged her in automatically as herself. She had an encrypted session, a copy of her
tickets already waiting for her, and she never typed her password.

If you forwarded your Kerberos tickets, telnet automatically destroys them when it exits.
The full set of options to Kerberos V5 telnet are discussed in the Reference section of this
manual. (see (undefined) [telnet Reference], page (undefined))

2.4.3 rlogin

The Kerberos V5 rlogin command works exactly like the standard UNIX rlogin program,
with the following Kerberos options added:

-f forwards a copy of your tickets to the remote host.

-F forwards a copy of your tickets to the remote host, and marks them
re-forwardable from the remote host.

-k realm requests tickets for the remote host in the specified realm, instead of determining
the realm itself.

-x encrypts the input and output data streams (the username is sent unencrypted)

For example, if david wanted to use the standard UNIX rlogin to connect to the machine
daffodil.example.com, he would type:

shell% rlogin daffodil.example.com -1 david
Password: <- david types his password here
Last login: Fri Jun 21 10:36:32 from :0.0
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.

NetBSD 1.1: Tue May 21 00:31:42 EDT 1996

Welcome to NetBSD!
shell%

Note that the machine daffodil.example. com asked for david’s password. When he typed
it, his password was sent over the network unencrypted. If an intruder were watching
network traffic at the time, that intruder would know david’s password.
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If, on the other hand, jennifer wanted to use Kerberos V5 rlogin to connect to the machine
trillium.mit.edu, she could forward a copy of her tickets, mark them as not forwardable
from the remote host, and request an encrypted session as follows:

shell% rlogin trillium.mit.edu -f -x

This rlogin session is using DES encryption for all data transmissions.
Last login: Thu Jun 20 16:20:50 from daffodil

Athena Server (sun4) Version 9.1.11 Tue Jul 30 14:40:08 EDT 2002
shell%

Note that jennifer’s machine used Kerberos to authenticate her to trillium.mit.edu,
and logged her in automatically as herself. She had an encrypted session, a copy of her
tickets were waiting for her, and she never typed her password.

If you forwarded your Kerberos tickets, rlogin automatically destroys them when it exits.
The full set of options to Kerberos V5 rlogin are discussed in the Reference section of this
manual. (see (undefined) [rlogin Reference], page (undefined))

244 FTP

The Kerberos V5 FTP program works exactly like the standard UNIX FTP program, with
the following Kerberos features added:

-k realm requests tickets for the remote host in the specified realm, instead of determining
the realm itself.

-f requests that your tickets be forwarded to the remote host. The -f argument
must be the last argument on the command line.

protect level
(issued at the ftp> prompt) sets the protection level. “Clear” is no protection;
“safe” ensures data integrity by verifying the checksum, and “private” encrypts
the data. Encryption also ensures data integrity.
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For example, suppose jennifer wants to get her RMAIL file from the directory
“jennifer/Mail, on the host daffodil.mit.edu. She wants to encrypt the file transfer.
The exchange would look like the following;:

shell% ftp daffodil.mit.edu

Connected to daffodil.mit.edu.

220 daffodil.mit.edu FTP server (Version 5.60) ready.
334 Using authentication type GSSAPI; ADAT must follow
GSSAPI accepted as authentication type

GSSAPI authentication succeeded

200 Data channel protection level set to private.

Name (daffodil.mit.edu:jennifer):

232 GSSAPI user jennifer@ATHENA.MIT.EDU is authorized as jennifer
230 User jennifer logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> protect private

200 Protection level set to Private.

ftp> cd ~jennifer/MAIL

250 CWD command successful.

ftp> get RMAIL

227 Entering Passive Mode (128,0,0,5,16,49)

150 Opening BINARY mode data connection for RMAIL (361662 bytes).
226 Transfer complete.

361662 bytes received in 2.5 seconds (1.4e+02 Kbytes/s)
ftp> quit

shell%

The full set of options to Kerberos V5 FTP are discussed in the Reference section of this
manual. (see (undefined) [FTP Reference|, page (undefined))

2.4.5 rsh

The Kerberos V5 rsh program works exactly like the standard UNIX rlogin program, with
the following Kerberos features added:

-f forwards a copy of your tickets to the remote host.

-F forwards a copy of your tickets to the remote host, and marks them
re-forwardable from the remote host.

-k realm requests tickets for the remote host in the specified realm, instead of determining
the realm itself.

-X encrypts the input and output data streams (the command line is not encrypted)

For example, if your Kerberos tickets allowed you to run programs on the host
trillium@example.com as root, you could run the ‘date’ program as follows:

shell% rsh trillium.example.com -1 root -x date

This rsh session is using DES encryption for all data transmissions.
Tue Jul 30 19:34:21 EDT 2002

shell%

If you forwarded your Kerberos tickets, rsh automatically destroys them when it exits. The
full set of options to Kerberos V5 rsh are discussed in the Reference section of this manual.
(see (undefined) [rsh Reference], page (undefined))
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2.4.6 rcp

The Kerberos V5 rcp program works exactly like the standard UNIX rcp program, with
the following Kerberos features added:

-k realm requests tickets for the remote host in the specified realm, instead of determining
the realm itself.
-x turns on encryption.

For example, if you wanted to copy the file /etc/motd from the host daffodil.mit.edu
into the current directory, via an encrypted connection, you would simply type:

shell% rcp -x daffodil.mit.edu:/etc/motd .

The rcp program negotiates authentication and encryption transparently. The full set of
options to Kerberos V5 rcp are discussed in the Reference section of this manual. (see
(undefined) [rcp Reference], page (undefined))

2.4.7 ksu

The Kerberos V5 ksu program replaces the standard UNIX su program. ksu first authenti-
cates you to Kerberos. Depending on the configuration of your system, ksu may ask for your
Kerberos password if authentication fails. Note that you should never type your password
if you are remotely logged in using an unencrypted connection.

Once ksu has authenticated you, if your Kerberos principal appears in the target’s .k5login
file (see (undefined) [Granting Access to Your Account|, page (undefined)) or in the target’s
.kbusers file (see below), it switches your user ID to the target user ID.

For example, david has put jennifer’s Kerberos principal in his .k5login file. If jennifer
uses ksu to become david, the exchange would look like this. (To differentiate between
the two shells, jennifer’s prompt is represented as jennifery, and david’s prompt is
represented as davidj.)

jennifer% ksu david

Account david: authorization for jennifere ATHENA.MIT.EDU successful
Changing uid to david (3382)

david%

Note that the new shell has a copy of jennifer’s tickets. The ticket filename contains
david’s UID with ‘.1’ appended to it:

david% klist
Ticket cache: /tmp/krb5cc_3382.1
Default principal: jennifere ATHENA.MIT.EDU

Valid starting Expires Service principal

07/31/04 21:53:01 08/01/04 07:52:53 krbtgt/ATHENA.MIT.EDUCGATHENA.MIT.EDU
07/31/04 21:53:39 08/01/04 07:52:53 host/daffodil.mit.edu@ATHENA.MIT.EDU
david%
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If jennifer had not appeared in david’s .k5login file (and the system was configured to
ask for a password), the exchange would have looked like this (assuming david has taken
appropriate precautions in protecting his password):

jennifer% ksu david
WARNING: Your password may be exposed if you enter it here and are logged
in remotely using an unsecure (non-encrypted) channel.
Kerberos password for davidlATHENA.MIT.EDU: <- jennifer types the wrong password here.
ksu: Password incorrect
Authentication failed.
jennifer%

Now, suppose david did not want to give jennifer full access to his account, but wanted
to give her permission to list his files and use the "more" command to view them. He could
create a .kbusers file giving her permission to run only those specific commands.

The .kbusers file is like the .k5login file, except that each principal is optionally followed
by a list of commands. ksu will let those principals execute only the commands listed, using
the -e option. david’s .kbusers file might look like the following:

jennifer@ATHENA.MIT.EDU /bin/ls /usr/bin/more
joeadmin@ATHENA.MIT.EDU /bin/1ls
joeadmin/admin@ATHENA.MIT.EDU *

david@EXAMPLE.COM

The above .kbusers file would let jennifer run only the commands /bin/ls and
/usr/bin/more. It would let joeadmin run only the command /bin/1s if he had regular
tickets, but if he had tickets for his admin instance, joeadmin/admin@ATHENA.MIT.EDU,
he would be able to execute any command. The last line gives david in the realm
EXAMPLE.COM permission to execute any command. (I.e., having only a Kerberos
principal on a line is equivalent to giving that principal permission to execute *.) This is
so that david can allow himself to execute commands when he logs in, using Kerberos,
from a machine in the realm EXAMPLE.COM.

Then, when jennifer wanted to list his home directory, she would type:

jennifer% ksu david -e 1ls ~david

Authenticated jennifercA ATHENA.MIT.EDU

Account david: authorization for jenniferc ATHENA.MIT.EDU for execution of
/bin/ls successful

Changing uid to david (3382)

Mail News Personal misc bin

jennifer%

If jennifer had tried to give a different command to ksu, it would have prompted for a
password as with the previous example.

Note that unless the .kb5users file gives the target permission to run any command, the
user must use ksu with the -e command option.

The ksu options you are most likely to use are:
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-n principal
specifies which Kerberos principal you want to use for ksu. (e.g., the user
joeadmin might want to use his admin instance. See (undefined) [What is a
Ticket?], page (undefined).)

-c specifies the location of your Kerberos credentials cache (ticket file).
-k tells ksu not to destroy your Kerberos tickets when ksu is finished.
-f requests forwardable tickets. (See (undefined) [Obtaining Tickets with kinit],

page (undefined).) This is only applicable if ksu needs to obtain tickets.

-1 lifetime
sets the ticket lifetime. (See (undefined) [Obtaining Tickets with kinit],
page (undefined).) This is only applicable if ksu needs to obtain tickets.

-z tells ksu to copy your Kerberos tickets only if the UID you are switching is
the same as the Kerberos primary (either yours or the one specified by the -n
option).

-Z tells ksu not to copy any Kerberos tickets to the new UID.

—e command
tells ksu to execute command and then exit. See the description of the .k5users
file above.

-a text (at the end of the command line) tells ksu to pass everything after ‘-a’ to the
target shell.

The full set of options to Kerberos V5 ksu are discussed in the Reference section of this
manual. (see (undefined) [ksu Reference|, page (undefined))
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3 Kerberos V5 Reference

This section will include copies of the manual pages for the Kerberos V5 client programs.
You can read the manual entry for any command by typing man command, where command
is the name of the command for which you want to read the manual entry. For example, to
read the kinit manual entry, you would type:

shell% man kinit
Note: To be able to view the Kerberos V5 manual pages on line, you may need to add
the directory /usr/local/man to your MANPATH environment variable. (Remember to

replace /usr/local with the top-level directory in which Kerberos V5 is installed.) For
example, if you had the the following line in your .login file':

setenv MANPATH /usr/local/man:/usr/man
and the Kerberos V5 man pages were in the directory /usr/krb5/man, you would change
the line to the following:

setenv MANPATH /usr/krb5/man:/usr/local/man:/usr/man

! The MANPATH variable may be specified in a different initialization file, depending on your operating
system. Some of the files in which you might specify environment variables include .login, .profile, or
.cshrc.
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NAME
kinit — obtain and cache Kerberos ticket-granting ticket

SYNOPSIS
kinit [-V] [~ lifetime] [-sstart_tim@ [-r renewable_lif¢[-p | -P] [-f | -F] [-a] [-A] [-V] [-R] [k
[t keytab_filg] [—c cache_namld -S service_namjg—T armor_ccachg[—X attributd=valud]
[principal]
DESCRIPTION
kinit obtains and caches an initial ticket-granting tickefpfamcipal.

OPTIONS
-V display verbose output.

I lifetime
requests a ticket with the lifetintiéetime. The value fotifetime must be followed immediately by
one of the following delimiters:

s seconds
m minutes
h hours
d days

as in "kinit -l 90m". You cannot mix units; a value of ‘3h30m’ will result in an error.

If the —I option is not specified, the default ticket lifetime (configured by each site) is 8pedi-
fying a ticket lifetime longer than the maximum #&tkifetime (configured by each site) results in
a ticket with the maximum lifetime.

—-sstart_time
requests a postdated tatk valid starting astart_time Postdated tickets are issued with the
invalid flag set, and need to be fed back to the kdc before use.

-r renewable_life
requests remeable tickets, with a total lifetime aEnewable_life The duration is in the same for
mat as the-| option, with the same delimiters.

—f request forwardable tickets.

-F do not request forwardable tickets.

-p request proxiable tickets.

-P do not request proxiable tickets.

-a request tickets with the local address][es].
-A request address-less tickets.

-V requests that the ticket granting ticket in the cache (witlintredid flag set) be passed to the kdc
for validation. Ifthe ticlet is within its requested time range, the cache is replaced witkalihe v
dated ticket.

-R requests remneeal of the ticket-granting tiokt. Notethat an gpired ticket cannot be renewedgee
if the ticket is still within its rensable life.
-k [t keytab_fild

requests a host ticket, obtained fromeg k the local hoss keytabfile. Thename and location of
the leytab file may be specified with the keytab_file option; otherwise the default name and
location will be used.

—-T armor_ccache
Specifies the name of a credential cache that already containsta fitksccache will be used to
armor the requestldeally, an d@tacker should hee © atack both the armor ticket and theykd
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the principal.

—-c cache_name
usecache_namas the Kerberos 5 credentials (ticket) cache name and location; if this option is
not used, the default cache name and location are used.

The deéult credentials cache may vary between systems. IKRB5CCNAME environment
variable is set, its alue is used to name the default ticket cachay existing contents of the
cache are destroyed kinit.

—-Sservice_name
specify an alternate service name to use when getting initial tickets.

—-X attributg=valug
specify a pre—authentication attribute aradue to be passed to pre—authentication plugirise
acceptablattribute andvaluevalues vary from pre—authentication plugin to plugin. This option
may be specified multiple times to specify multiple atiiéds. If no value is specified, it is
assumed to be "yes".

The following attributes are recognized by the OpenSSL pkinit
pre-authentication mechanism:
X509_user_identity=value
specify where to find userX509 identity information
X509_anchorsvalue
specify where to find trusted X509 anchor information
flag_RSA_PROTOCOL[=yes]
specify use of RSA, rather than the default Diffie-Hellman protocol

ENVIRONMENT

Kinit uses the following environment variables:

KRB5CCNAME Location of the Kerberos 5 credentials (ticket) cache.
FILES

/tmp/krb5cc_[uid] dedult location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).
letc/krb5.leytab  de#ult location for the local hostieytab file.

SEE ALSO
klist(1), kdestroy(1), kerberos(1)
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3.2 klist Reference
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NAME
Klist — list cached Kerberos tickets
SYNOPSIS
klist [-€] [[-c] [-f] [-s] [-a [-n]]] [ -k [-t] [-K]] [cache_namégkeytab_namg
DESCRIPTION
Klist lists the Kerberos principal and Kerberos tickets held in a credentials cache, eytheld in a
keytab file.
OPTIONS
-e displays the encryption types of the sessiey é&d the ticket for each credential in the credential
cache, or eachey in the leytab file.
-C List tickets held in a credentials cache. This is the default if neitheor —k is specified.
—f shows the flags present in the credentials, using the following abbreviations:
F Forwardable
f forwarded
P Proxiable
p proxy
D posDateable
d posdated
R Renevable
| I nitial
i invdid
H Hardware authenticated
A preAuthenticated
T Transit poligy checked
O Okay as delgae
a anonymous
-s causexlist to run silently (produce no output)tto still set the exit status according to whether
it finds the credentials cache. The exit status is ‘@ligt finds a credentials cache, and ‘1’ if it
does not or if the tickets are
expired.
-a display list of addresses in credentials.
-n shav numeric addresses instead ofase-resolving addresses.

-k List keys held in akeytab file.
-t display the time entry timestamps for eaeltéb entry in the &ytab file.
-K display the value of the encryptioeyin each leytab entry in the &ytab file.

If cache_namer keytab_nameds not specified, klist will display the credentials in the default credentials
cache or kytab file as appropriate. If tHERBSCCNAME ervironment variable is set, italue is used to
name the default ticket cache.

ENVIRONMENT
Klist uses the following environment variables:

KRB5CCNAME Location of the Kerberos 5 credentials (ticket) cache.

FILES
/tmp/krb5cc_[uid] dedult location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

letc/krb5.leytab  defult location for the local hostleytab file.

SEE ALSO
kinit(1), kdestroy(1), krb5(3)
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3.3 ksu Reference
Reference Manual for ksu
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NAME
ksu — Kerberized super-user

SYNOPSIS
ksu [ target_user] [ —n target_principal_namg [ —c source_cache_nanjd -k ][ -D ][ -r time] [ —pf]
[ -Ilifetime][ =zZ][ —q][ —ecommand args ...] ][ —a[ args ...]]

REQUIREMENTS
Must have Kerberos ersion 5 installed to compile ksu. Mustveaa Kerberos version 5 server running to
use ksu.

DESCRIPTION
ksuis a Kerberized version of the su program that hasntigsions: one is to securely change the real and
effective wser ID to that of the target usend the other is to create aweecurity contgt. For the sak o
clarity, al references to and attributes of the useoking the program will start with 'source’ (e.gource
user source cache, etc.)Likewise, all references to and attrtbs of the target account will start withr-
get’.

AUTHENTICATION
To fulfill the first mission, ksu operates indwhases: authentication and authorization. Resolving the tar
get principal name is the first step in authenticatibhe user can either specify his principal name with the
-n option (e.g. —n jgpublic@USC.EDU) or a default principal name will be assigned using a heuristic
described in the OPTIONS section (seeoption). Thetarget user name must be the first argument to ksu;
if not specified root is the dadilt. If'." is specified then the target user will be the source user (e.g. ksu .).
If the source user is root or the target user is the sourcenosathentication or authorization takes place.
Otherwise, ksu looks for an appropriate Kerberos ticket in the source cache.

The ticket can either be for the end-server or a ticket granting ticket (TGT) fordké gancipals realm.

If the ticket for the end-server is already in the cactseditrypted anderified. Ifit's not in the cachelt
the TGT is, the TGT is used to obtain the ticket for the endeserhe end-server ticket is theenfied.

If neither ticket is in the cache, but ksu is compiled with the GET_TGT_\ASSWD define, the user
will be prompted for a Kerberos password which will then be used to get a [T&%e user is logged in
remotely and does notVea gcure channel, the password may Xjgosed. Ifneither ticket is in the cache
and GET_TGT_VIA_PASSWD is not defined, authentication fails.

AUTHORIZATION
This section describes authorization of the source user when kswksdmwithout the—e option. For a
description of the-e option, see the OPTIONS section.

Upon successful authentication, ksu checks whether thettarincipal is authorized to access theeéar
account. Inthe target uses’home directoryksu attempts to accessavauthorization files: .k5login and
.k5users. Irthe .k5login file each line contains the name of a principal that is authorized to access the
account.

For example: jgpublic@USC.EDU
jgpublic/secure@USC.EDU
jgpublic/admin@USC.EDU

The format of .k5users is the same, except the principal name may be followed by a list of commands that
the principal is authorized txecute. (see thee option in the OPTIONS section for details).

Thus if the taget principal name is found in the .k5login file the source user is authorized to access the tar
get account. Otherwise ksu looks in the .k5users file. If the target principal name is found wihaait-an

ing commands or followed only by '*' then the source user is authoritfeéither .k5login or .k5users

exist but an appropriate entry for the target principal does not exist then access is denied. If neither file
exists then the principal will be granted access to the account according to the aname->Iname mapping
rules (se&rb5_anadd(8for more details). Otherwise, authorization fails.

EXECUTION OF THE TARGET SHELL
Upon successful authentication and authorization, ksu proceeds in a sastii@nfto su. The gronment
is unmodified with the exception of USER, HOME and SHEldriables. Ifthe target user is not root,



Chapter 3: Kerberos V5 Reference 35

Reference Manual for ksu

KSU(1) KSU(1)

USER gets set to the target user name. Otherwise USER remains unchanged. Both HOME and SHELL are
set to the target logis'default values. Inaddition, the environment variable KRBSCCNAME gets set to

the name of the target cachEhe real and &ctive wser ID are changed to that of the target.uSéie tar

get uses ell is then imoked (the shell name is specified in the password file). Upon termination of the
shell, ksu deletes the target cache (unless kswaked with the—k option). This is implemented by first

doing a fork and then axee, instead of justxc, as done by su.

CREATING A NEW SECURITY CONTEXT
Ksu can be used to create avreecurity context for the target program (either the target shell, or command
specified via the -e option). The dgaet program inherits a set of credentials from the source &ser
default, this set includes all of the credentials in the source cache plaslditional credentials obtained
during authenticationThe source user is able to limit the credentials in this set by using -z or -Z ojation.
restricts the copof tickets from the source cache to they&rcache to only the tickets where client == the
target principal name. The -Z option provides the target user with a fregdt mache (no creds in the
cache). Note that for security reasons, when the source user is rootgatdisar is non-root, -z option is
the default mode of operation.

While no authentication takes place if the source user is root or is the same agethestradditional

tickets can still be obtained for the target cache. If -n is specified and no credentials can be copied to the
target cache, the sourceuser is prompted for a Kerberos password (unless -Z specified or
GET_TGT_VIA_RASSWD is undefined). If successfud, TGT is obtained from the Kerberos server and
stored in the target cache. Otherwise, if a password is not provided (user hit return) ksu cantiaues
normal mode of operatiofthe target cache will not contain the desired TG the wrong password is

typed in, ksu fails.

Side Noteduring authentication, only the tickets that could be obtained without providing a password are
cached in in the source cache.

OPTIONS
-n target_principal_name
Specify a Kerberos target principal namgsed in authentication and authorization phases of
ksu.

If ksu is invoked without —n, a default principal name is assigned via the following heuristic:

Case l:source user is non-root.

If the target user is the source user thexdifprincipal name is set to the default principal of

the source cache. If the cache does not exist then the default principal name is set to tar
get_user@local_realm. Ithe source and target users are different and neither “tar
get_user/.kbusers nor ~target_user/.k5login exist then the default principal name is tar
get_user_login_name@Ilocal_realm. Otherwise, starting with the first principal listed belo
ksu checks if the principal is authorized to access tlyettarccount and whether there is a
legitimate ticlet for that principal in the source cache. If both conditions are met that principal
becomes the default target principal, otherwise go to the next principal.

a) default principal of the source cache
b) target_user@Iocal_realm
c) source_user@local_realm

If a-c fails try ay principal for which there is a ticket in the source cache and that is authorized

to access the target account. If that fails select the first principal that is authorized to access the
target account from the abe list. If none are authorized and ksu is configured with
PRINC_LOOK_AHEAD turned on, select the default principal as follows:

For each candidate in the abm list, select an authorized principal that has the same realm
name and first part of the principal name equal to the prefix of the candiaatexample if
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candidate a) is jgpublic@ISI.EDU and jqpublic/secure@ISI.EDU is authorized to access the
target account then the default principal is set to jgpublic/secure@ISI.EDU.

Case 2:source user is root.

If the target user is non-root then theadéf principal name is tget_user@local_realm. Else,

if the source cache exists the default principal name is set to the default principal of the source
cache. If the source cache does not exist, default principal name is set to root@local_realm.

—c source_cache_name

-k

-D

Specify source cache name (e FILE:/tmp/my_cache). If-c option is not used then the
name is obtained from KRB5CCNAME environmerdriable. If KRBSCCNAME is not
defined the source cache name is set to krb5cc_<source Th@>target cache name is auto-
matically set to krb5cc_<target uid>.(gen_sym()), where gen_sym generates raimber
such that the resulting cache does not already exist.

For example: krb5cc_1984.2

Do not delete the tget cache upon termination of the target shell or a commaieccom-
mand). Wthout -k, ksu deletes the target cache.

turn on debug mode.

Ticke granting tidket options: -I lifetime -r time -pf

- lifetime

-r time

-p

—f

—Z

—-q

The ticket granting ticket options only apply to the case where there are no appropgdse tick
in the cache to authenticate the source. isehis case if ksu is configured to prompt users for

a Kerberos password (GET_TGT_VIA_PASSWD is defined), the ticket granting ticket options
that are specified will be used when getting a ticket granting ticket from the Kerberos server.

option specifies the lifetime to be requested for the ticket; if this option is not specified, the
default ticket lifetime (configured by each site) is used instead.

option specifies that the RENEWABLE optishould be requested for the ticket, and speci-
fies the desired total lifetime of the ticket.

option specifies that the BRIABLE option should be requested for the ticket.
option specifies that the FGMARDABLE option shoulde requested for the ticket.

restrict the cop of tickets from the source cache to the target cache to only the tickets where
client == the target principal name. Use theoption if you want the tickets for other then the
default principal. Note that thez option is mutually excluse with the -Z option.

Don't copy any tickets from the source cache to thegtdrcache. Just create a frestgear
cache, where the default principal name of the cache is initialized to the target principal name.
Note that-Z option is mutually excluse with the -z option.

suppress the printing of status messages.

—ecommand [args ...]

ksu proceedsxactly the same as if it wasvioked without the—e option, except instead of
executing the target shell, ksxezutes the specified command (Example of usage: ksuéob
Is —lag).

The authorization algorithm for -e is as follows:

If the source user is root or source user == target nseauthorization takes place and the
command is xecuted. If source user id != 0, and “target_user/.k5users file doesxistt e
authorization &ils. Otherwise’target_user/.k5users file mustvesan gppropriate entry for tar
get principal to get authorized.

The .k5usex fie format:

A single principal entry on each line that may be follal by a list of commands that the
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principal is authorized toxecute. Aprincipal name followed by a ' means that the user is
authorized toxecute ay command. Thus, in the following example:

jgpublic@USC.EDU Is mail /local/kerberos/klist
jgpublic/secure@USC.EDU *
jgpublic/admin@USC.EDU

jgpublic@USC.EDU is only authorized taxeeute Is, mail and klist commands. jgpub-
lic/secure@USC.EDU is authorized teeeute aly command. jgpublic/admin@USC.EDU is
not authorized to»ecute aly command. Notethat jgpublic/admin@USC.EDU is authorized
to execute the target shell (regular ksu, without Heeption) but jgpublic@USC.EDU is not.

The commands listed after the principal name must be either a full path names or just the pro-
gram name.In the second case, CMDAPH specifying the location of authorized programs
must be defined at the compilation time of ksu.

Whidch command gets executed ?

If the source user is root or the target user is the source user or the user is authoxeredeto e
arny command ('*' entry) then command can be either a full or a veghith leading to the tar
get program. Otherwise, the user must specify either a full path or just the program name.

—aargs  specify arguments to be passed to the target shell. Note: that all flags and parameteng follo
-a will be passed to the shell, thus all options intended for ksu must prexedbe —a option
can be used to simulate the option if used as folles: —a —c[command [aguments]]. -c is
interpreted by the c-shell tagute the command.

INSTALLATION INSTRUCTIONS

ksu can be compiled with the following 4 flags (see the Imakefile):

GET_TGT_VIA_PASSWD
in case no appropriate tiets are found in the source cache, the user will be prompted for a
Kerberos passard. Thepassword is then used to get a ticket granting ticket from tee K
beros serer. The danger of configuring ksu with this macro is if the source user is loged in
remotely and does notVea gcure channel, the password may get exposed.

PRINC_LOOK_AHEAD
during the resolution of the drflt principal name, PRINC_LOOK_AHEAD enables ksu to
find principal names in the .k5users file as described in the OPTIONS section (see -n option).

CMD_RATH
specifies a list of directories containing programs that users are authorizeetute gvia
.k5users file).

HAS_GETUSERSHELL
If the source user is non-root, ksu insists that thgetausers shell to be ivoked is a 'legd
shell". getusershell(3) is called to obtain the names gl"ghells". Notethat the target user’
shell is obtained from the passwd file.

SAMPLE CONFIGURATION:
KSU_OPTS = -DGET_TGT_VIA_PASSWD -DPRINC_LOOK_AHEAD
-DCMD_PATH="/bin /usr/ucb /local/bin"

PERMISSIONS FOR KSU
ksu should be owned by root andréahe set user id bit turned on.

END-SERVER ENTRY

ksu attempts to get a tiekfor the end server just as Kerberized telnet and rlogin. Thus, there



38 Kerberos V5 UNIX User’s Guide

Reference Manual for ksu

KSU(1) KSU(1)

must be an entry for the servin the Kerberos database (e.g. host/nii.isi.edu@I|SI|.EDUg
keytab file must be in an appropriate location.

SIDE EFFECTS
ksu deletes all expired tickets from the source cache.

AUTHOR OF KSU: GENNADY (ARI) MEDVINSKY
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NAME
kdestry — destroy Kerberos tickets
SYNOPSIS
kdestroy [-q] [-c cache_name]
DESCRIPTION

The kdestroyutility destroys the uses’active Kerberos authorization tickets by writing zeros to the speci-
fied credentials cache that contains them. If the credentials cache is not specifiecautheidefentials
cache is destroyed.

OPTIONS
-q Run quietly Normally kdestroy beeps if it fails to destyothe usess tickets. The—q flag sup-
presses this behavior.

—c cache_name
usecache_namas the credentials (ticket) cache name and location; if this option is not used, the
default cache name and location are used.

The default credentials cache may vary between systems. HRBECCNAME ernvironment \ari-
able is set, its value is used to name the default ticket cache.

Most installations recommend that you placektiestroycommand in yourogoutfile, so that your tickts
are destroyed automatically when you log out.

ENVIRONMENT
Kdestroy uses the following environment variables:

KRB5CCNAME Location of the Kerberos 5 credentials (ticket) cache.

FILES
/tmp/krb5cc_[uid] dedult location of Kerberos 5 credentials cache ([uid] is the decimal UID of the user).

SEE ALSO
kinit(1), klist(1), krb5(3)

BUGS
Only the ticlets in the specified credentials cache are desiroSeparatéicket caches are used to hold
root instance and pasewd changing tickts. Theseshould probably be destroyed too, or all of a gser’
tickets kept in a single credentials cache.
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NAME
kpasswd - change a useKerberos password
SYNOPSIS
kpasswd[principal]
DESCRIPTION

The kpasswdcommand is used to change a Kerberos prinsigmbsword. Kpasswdprompts for the cur
rent Kerberos password, which is used to obtathangepwticket from theKDC for the uses Kerberos
realm. Ifkpasswdsuccessfully obtains thehangepwticket, the user is prompted twice for thevngass-
word, and the password is changed.

If the principal is gwerned by a polig that specifies the length and/or number of character classes required
in the nev passvord, the ne passvord must conform to the polic (The five character classes arener
case, upper case, numbers, punctuation, and all other characters.)

OPTIONS
principal
change the password for the Kerberos pringipiaicipal. Otherwise, the principal is desd from
the identity of the userwaking thekpasswdcommand.

FILES
/tmp/tkt_kadm_[pid]
temporary credentials cache for the lifetime of the password changing operation.
([pid] is the process-ID of the kpasswd process.)

SEE ALSO
kadmin(8), kadmind(8)

BUGS
If kpasswdis suspended, the changepw tickets may not be destroyed.
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NAME
telnet — user interface to the TELNET protocol

SYNOPSIS
telnet [-8] [-E] [-F] [-K] [-L] [-Stog [-X authtypé[—a] [-c] [-d] [-e escapechdr—f] [~k realm] [-I
usel [—n tracefilg [-r] [-X] [host[port]]

DESCRIPTION
The telnet command is used to communicate with another host usingBhEET protocol. Iftelnet is
invoked without thehostargument, it enters command mode, indicated by its pronghét>). In this
mode, it accepts anckeeutes the commands listed belolf it is invoked with arguments, it performs an
opencommand with those arguments.

OPTIONS—s Specify an 8-bit data pathThis causes an attempt to negotiate TRENET BINARY option on
both input and output.
-E Stop ai character from being recognized as an escape character.
-F forward aforwardablecopy of the local credentials to the remote system.
-K Specify no automatic login to the remote system.

-L Specify an 8-bit data path on output. This causes the BWN&#ion to be negotiated on output.

-Stos Set the IP type-of-service (TOS) option for the telnet connection toathetes, which can be a
numeric TOS value (in decimal, or axhealue preceded by 0x, or an octalue preceded by a
leading 0) oron g/stems that support it, a symbolic TOS name found in the /etc/iptos file.

—X atype
Disable theatypetype of authentication.
-a Attempt automatic login. This sends the user name vi@gERvariable of theENVIRON option,
if supported by the remote system. The name used is that of the current user as retgetied by
gin(2) if it agrees with the current user ID; otherwise it is the name associated with the user ID.
-C Disable the reading of the usertelnetrc file. (Seethe toggle skiprc command on this man
page.)
—-d Set the initial value of théebugflag to TRUE
—eescape char

Set the initiatelnet escape character &scape lear. If escape lsar is omitted, then there will be
no escape character.

—f forward a cop of the local credentials to the remote system.

—k realm
If Kerberos authentication is being used, request that telnet obtain tickets for the remote host in
realmrealminstead of the remote hastealm, as determined likyb_realmofhod3).

-l user If the remote system understands En/IRON option, theruserwill be sent to the remote system
as the value for theaviableUSER. This option implies the-a option. Thisoption may also be
used with thepencommand.

-n tracefile
Opentracefilefor recording trace information. See thet tracefilecommand belw.

-r Specify a user interface similar timgin(1). Inthis mode, the escape character is set to the tilde
(") characterunless modified by thee option.

-X Turn on encryption of the data streavhen this option is turned otglnet will exit with an error
if authentication cannot be negotiated or if encryption cannot be turned on.

host Indicates the name, alias, or Internet address of the remote host.
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port Indicates a port number (address of an applicatitirthe port is not specified, the defit telnet
port (23) is used.

When in rlogin mode, " is the telnet escape character; a line of the form ™. disconnects from the remote host.
Similarly, the line ~Z suspends the telnet session. The line ~"] escapes to the normal telnet escape prompt.

Once a connection has been opertelhet will attempt to enable thEELNET LINEMODE option. If this
fails, thentelnet will revert to one of tvo input modes: either “character at a titm& ‘‘old line by line}
depending on what the remote system supports.

When LINEMODE is enabled, character processing is done on the local system, under the control of the
remote system. When input editing or character echoing is to be disabled, the remote system will relay that
information. Theemote system will also relay changes tg sgecial characters that happen on the remote
system, so that tlyecan tale dfect on the local system.

In “character at a timémode, most text typed is immediately sent to the remote host for processing.

In “old line by line” mode, all text is echoed locallsnd (normally) only completed lines are sent to the
remote host.The “local echo charactér(initially ‘“"E’’) may be used to turn band on the local echo.
(This would mostly be used to enter passwords without the password being echoed).

If the LINEMODE option is enabled, or if tHecalcharsflag is TRJE (the default for “old line by lin&’

see below), the userquit, intr, and flush characters are trapped localind sent aSELNET protocol
sequences to the remote side LINEMODE has @er been enabled, then the usesuispandeof are also
sent asTELNET protocol sequences, angit is sent as ZELNET ABORT instead ofBREAK. There are
options (sedoggle autoflushandtoggle autosynchbelow) which cause this action to flush subsequent
output to the terminal (until the remote host acknowledge$BEhRET sequence) and flush previous termi-
nal input (in the case @jfuit andintr).

While connected to a remote hottlnet command mode may be entered by typingtéieet “ escape
charactef'(initially **"]"’). Whenin command mode, the normal terminal editingventions are ailable.

The followving telnet commands arevailable. Onlyenough of each command to uniquely identify it need
be typed (this is also true for arguments to riree, set toggle, unset slc, environ, and display com-
mands).

auth argument ...
The auth command manipulates the information sent througrettNET AUTHENTICATE option.
Valid arguments for the auth command are as follows:

disabletype
Disables the specified type of authenticatidio. dbtain a list of sailable types, use the
auth disable ? command.

enabletype
Enables the specified type of authenticatido. dotain a list of &ailable types, use the
auth enable ? command.

status Lists the current status of the various types of authentication.
close Close aTELNET session and return to command mode.

display argument ...
Displays some or all of theetandtogglevalues (see below).

encrypt argument ...
The encrypt command manipulates the information sent througtethNET ENCRYPToption.

Note: Becaus®f export controls, th@ELNET ENCRYPT option is not supported outside of the United
States and Canada.

Valid arguments for the encrypt command are as follows:
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disabletype[inputjoutput]
Disables the specified type of encryption. If you omit the input and output, both input
and output are disabledlo dbtain a list of sailable types, use thencrypt disable ?
command.

enabletype]fP [input|output]
Enables the specified type of encryption. If you omit input and output, both input and
output are enabledTo adbtain a list of &ailable types, use thencrypt enable ? com-
mand.

input  This is the same as tleacrypt start input command.
—input This is the same as tle@crypt stop input command.
output This is the same as tle@crypt start output command.

—output
This is the same as tleacrypt stop outputcommand.

start [input|output]
Attempts to start encryption. If you omitput andoutput, both input and output are
enabled. @ obtain a list of gailable types, use thencrypt enable ? command.

status Lists the current status of encryption.

stop [inputjoutput]
Stops encryption. If you omit input and output, encryption is on both input and output.
type type
Sets the default type of encryption to be used with kxerypt start or encrypt stop
commands.

environ arguments ...

Theenviron command is used to manipulate the thgables that my be sent through TELNET
ENVIRON option. Theinitial set of variables is taken from the users environment, with only the
DISPLAY andPRINTERvariables being exported by @efit. TheUSERvariable is also exported if
the—aor -l options are used.

Valid arguments for thenviron command are:

logout

definevariable value
Define the ariablevariableto have a \alue ofvalue Any variables defined by this com-
mand are automaticallykported. Thevaluemay be enclosed in single or double quotes
so that tabs and spaces may be included.

undefinevariable
Remae variablefrom the list of environment variables.

export variable
Mark the variablesariableto be exported to the remote side.

unexport variable
Mark the \ariablevariable to not be exported unless explicitly asked for by the remote
side.

list List the current set of environmenanables. Thosenarked with a * will be sent auto-
matically; other variables will only be sent if explicitly requested.

? Prints out help information for thenviron command.

Sends th@ELNET LOGOUT option to the remote sideThis command is similar to @osecom-
mand; havever, if the remote side does not support tl@&GOUT option, nothing happensif,
however, the remote side does support H@&SOUT option, this command should cause the remote
side to close th&ELNET connection. Ithe remote side also supports the concept of suspending a
users ession for later reattachment, the logoguanent indicates that you should terminate the
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session immediately.

modetype

Typeis one of seeral options, depending on the state of T NET session. Theemote host is
asled for permission to go into the requested mode. If the remote host is capable of entering that
mode, the requested mode will be entered.

character
Disable theTELNET LINEMODE option, or if the remote side does not understand the
LINEMODE option, then enter “character at a tirma'ode.

line Enable theTELNET LINEMODE option, or if the remote side does not understand the
LINEMODE option, then attempt to enter “old-line-by-lihneiode.

isig (-isig)
Attempt to enable (disable) tH|RAPSIG mode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

edit (—edit)
Attempt to enable (disable) tl#DIT mode of theLINEMODE option. Thisrequires that
the LINEMODE option be enabled.

softtabs (—softtabs)
Attempt to enable (disable) tI8OFT_TABmode of theLINEMODE option. Thisrequires
that theLINEMODE option be enabled.

litecho (-litecho)
Attempt to enable (disable) tihéT _ECHO mode of theeINEMODE option. Thisrequires
that theLINEMODE option be enabled.

? Prints out help information for theodecommand.

openhost[-a] [[-]] usell [-port]

Open a connection to the named hdého port number is specifietklnet will attempt to contact

a TELNET sener at the default portThe host specification may be either a host name (see
hostg5) or an Internet address specified in the “dot notdtim®@einet(3). After establishing a
connection, the filetelnetrc in the uses home directory is opened. Lines beginning with a # are
comment lines. Blank lines are ignored. Lines that begin without white space are the start of a
machine entry The first thing on the line is the name of the machine that is being connected to.
The rest of the line, and successines that bgin with white space are assumed tddieet com-

mands and are processed as i/ thed been typed in manually to tteénet command prompt.

-a Attempt automatic login. This sends the user name viaJ8ER variable of theENVI-
RON option, if supported by the remote systefihe name used is that of the current user
as returned bygetlogin(2) if it agrees with the current user ID; otherwise it is the name
associated with the user ID.

[-1] user
may be used to specify the user name to be passed to the remote systeBNNARO&
option.

—port  When connecting to a non-standard p@inet omits ary automatic initiation ofTELNET
options. Wherthe port number is preceded by a minus sign, the initial optigotiation

is done.
quit Close ay openTELNET session andx@ telnet. An end of file (in command mode) will also close
a ession and exit.
sendarguments

Sends one or more special character sequences to the remot&@h®$tllowing are the gu-
ments which may be specified (more than one argument may be specified at a time):
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abort Sends th@ELNET ABORT (Abort processes) sequence.

ao Sends theFELNET AO (Abort Output) sequence, which should cause the remote system
to flush all outpufromthe remote systemo the users terminal.

ayt Sends theFELNET AYT (Are You There) sequence, to which the remote system may or
may not choose to respond.

brk Sends theTELNET BRK (Break) sequence, which mayveasgnificance to the remote
system.

ec Sends th@ELNET EC(Erase Character) sequence, which should cause the remote system
to erase the last character entered.

el Sends theFELNET EL (Erase Line) sequence, which should cause the remote system to
erase the line currently being entered.

eof Sends th@ELNET EOF(End Of File) sequence.

eor Sends th@ELNET EOR(End of Record) sequence.

escape Sends the currem¢lnet escape character (initially “™”.

ga Sends theTELNET GA (Go Ahead) sequence, which likely has no significance to the
remote system.

getstatus
If the remote side supports thELNET STATUS commandgetstatuswill send the subne-
gotiation to request that the server send its current option status.

ip Sends the’ELNET IP (Interrupt Process) sequence, which should cause the remote sys-
tem to abort the currently running process.

nop Sends th@ELNET NOP(No OPeration) sequence.

susp  Sends th@ELNET SUSP(SUSPend process) sequence.

synch Sends th@ELNET SYNCHsequence. Thisequence causes the remote system to discard
all previously typed (but not yet read) input. This sequence is semCasirgent data
(and may not wrk if the remote system is a 4.2BSD system -- if it ddesaik, a laver
case “r’ may be echoed on the terminal).

docmd

dont cmd

will cmd

wont cmd
Sends theELNET DO cmdsequence.Cmdcan be either a decimal number between 0
and 255, or a symbolic name for a specifitt NET command.Cmdcan also be either
help or ? to print out help information, including a list of known symbolic names.

?

Prints out help information for treendcommand.

setargument value

unsetargument value
The setcommand will set anone of a number dielnet variables to a specificalue or toTRUE.
The special &lueoff turns of the function associated with the variable; this is gt to using
the unsetcommand. Thainsetcommand will disable or set ®ALSE ary of the specified func-
tions. Thevaues of variables may be interrogated with tisplay command. Thevariables
which may be set or unseyttnot toggled, are listed here. In additiony afithe variables for the
togglecommand may be explicitly set or unset usingsétandunsetcommands.

ayt

If telnet is in localchars mode, drINEMODE is enabled, and the status character is
typed, aTELNET AYT sequence (sesend aytpreceding) is sent to the remote hoEhe
initial value for the "Are You There" character is the termmd#tus character.
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echo This is the value (initially”’E’’) which, when in “line by line” mode, toggles between
doing local echoing of entered characters (for normal processing), and suppressing echo-
ing of entered characters (for entering,, sagassword).

eof If telnetis operating irLINEMODE or “old line by line” mode, entering this character as
the first character on a line will cause this character to be sent to the remote System.
initial value of the eof character is taken to be the termieaFfsharacter.

erase |If telnetis in localchars mode (sedoggle localcharsbelow),andif telnet is operating
in “character at a timémode, then when this character is type@EaNET ECsequence
(seesend ecabove) is nt to the remote system. The initial value for the erase character
is taken to be the terminaksasecharacter.

escape This is thetelnet escape character (initially[" ) which causes entry inttelnet com-
mand mode (when connected to a remote system).

flushoutput
If telnet is in localchars mode (seaoggle localcharsbelon) and theflushoutput char-
acter is typed, ELNET AO sequence (segend aoabove) is €nt to the remote host.
The initial value for the flush character is taken to be the termihadls character.

forwl

forw2 If telnetis operating irLINEMODE, these are the characters that, when typed, cause par
tial lines to be fonarded to the remote system. The initial value for the forwarding char
acters are taken from the termisal and eol2 characters.

interrupt
If telnetis inlocalcharsmode (se¢oggle localcharsbelow) and thenterrupt character
is typed, a&ELNET IPsequence (sesend ipabove) is snt to the remote host.he initial
value for the interrupt character is taken to be the termimat'scharacter.

kill If telnet is in localchars mode (see¢oggle localcharsbelow), andif telnet is operating
in “character at a timémode, then when this character is type@EaNET EL sequence
(seesend elabove) is sent to the remote system. The initial value for the kill character is
taken to be the terminalisll character.

Inext If telnet is operating iNLINEMODE or “old line by line” mode, then this character is
taken to be the terminalinext character The initial value for the Inext character is &k
to be the terminal'text character.

quit If telnet is in localchars mode (sedoggle localcharsbelon) and thequit character is
typed, aTELNET BRK sequence (sesend brk above) is snt to the remote host. The ini-
tial value for the quit character is taken to be the termigalischaracter.

reprint If telnet is operating inLINEMODE or “old line by line” mode, then this character is
taken to be the terminalreprint character The initial value for the reprint character is
taken to be the terminalfeprint character.

rlogin  This is the rlogin escape charactdf set, the normalTELNET escape character is
ignored unless it is preceded by this character at thimfiag of a line. This character
at the bginning of a line followed by a "." closes the connection; when followed by a “Z
it suspends the telnet commarithe initial state is to disable the rlogin escape character

start  If the TELNET TOGGLE-FLON-CONTROL option has been enabled, then this character is
taken to be the terminal'start character The initial value for the kill character is &k
to be the terminal’start character.

stop  If the TELNET TOGGLE-FLON-CONTROL option has been enabled, then this character is
taken to be the terminal'stop character The initial value for the kill character is tak
to be the terminal’'stop character.
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susp If telnetis in localchars mode, orLINEMODE is enabled, and theuspendcharacter is
typed, aTELNET SUSPsequence (sesend suspabove) is sent to the remote hosiThe
initial value for the suspend character is taken to be the termsnal®ndcharacter.

tracefile
This is the file to which the output, causednydata or option tracing beingrRUE, will
be written. If it is set to'~", then tracing information will be written to standard output
(the default).

worderase
If telnet is operating inLINEMODE or “old line by line” mode, then this character is
taken to be the terminalworderase character The initial value for the worderase char
acter is taken to be the terminalisrderase character.

? Displays the lgd set(unsef) commands.

Theslc command (Set Local Characters) is used to set or change the state of the the special char
acters when th&@ELNET LINEMODE option has been enabled. Special characters are characters
that get mapped ttelnet commands sequences @ilp or quit ) or line editing characters (kk
eraseandkill ). By default, the local special characters are exported.

check Verify the current settings for the current special characfeng. remote side is requested
to send all the current special character settings, and if thereyadisarepancies with
the local side, the local side will switch to the remote value.

export Switch to the local defaults for the special charactéitse local default characters are
those of the local terminal at the time whelmet was darted.

import Switch to the remote defaults for the special characféhe remote default characters
are those of the remote system at the time wheMBEbRET connection was established.

? Prints out help information for tredc command.

Shaw the current status eélnet. This includes the peer one is connected to, as well as the current
mode.

togglearguments ...

Toggle (betweelTRUE andFALSE) various flags that control otelnet responds towents. These

flags may be set explicitly tbRUE or FALSE using theset and unset commands listed ale.

More than one gument may be specified. The state of these flags may be interrogated with the
display command. ¥lid arguments are:

authdebug
Turns on debugging information for the authentication code.

autoflush
If autoflush andlocalcharsare bothTRUE ,then when th&o, or quit characters are rec-
ognized (and transformed InfBELNET sequences; seset above for details),telnet
refuses to display gndata on the uses’terminal until the remote system ackwiedges
(via aTELNET TIMING MARK option) that it has processed thoRELNET sequences.
The initial value for this toggle BRUE if the terminal user had not done an "stty noflsh",
otherwiseFALSE (seestty(1).

autodecrypt
When theTELNET ENCRYPT option is negotiated, by daflt the actual encryption
(decryption) of the data stream does not start automaticalig autoencrypt (autode-
crypt) command states that encryption of the output (input) stream should be enabled as
soon as possible.

Note: Becausef export controls, th@ELNET ENCRYPT option is not supported outside the
United States and Canada.
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autologin
If the remote side supports tMELNET AUTHENTICATION optiontelnet attempts to use
it to perform automatic authenticatioif.the AUTHENTICATION option is not supported,
the usess login name are propated through th@ELNET ENVIRON option. Thiscom-
mand is the same as specifying #zeoption on theopencommand.

autosynch
If autosynchandlocalcharsare bothTRUE, then when either thiatr or quit characters
is typed (sesetabove for descriptions of thatr andquit characters), the resultingeL-
NET sequence sent is followed by thELNET SYNCHsequence. Thiprocedureshould
cause the remote system to beginwhng avay all previously typed input until both of
the TELNET sequences ha keen read and acted upon. The initial value of this toggle is
FALSE.

binary Enable or disable thEELNET BINARY option on both input and output.

inbinary
Enable or disable tHEELNET BINARY option on input.

outbinary
Enable or disable thHEELNET BINARY option on output.

crlf If this is TRUE, then carriage returns will be sent as <CR><LFthis is FALSE, then
carriage returns will be send as <CR><NUL>. The initial value for this toggh_iBE.

crmod Toggle carriage return modé&Vhen this mode is enabled, most carriage return characters
received from the remote host will be mapped into a carriage return followed by a line
feed. Thismode does not affect those characters typed by theamgrthose receed
from the remote host. This mode is netywuseful unless the remote host only sends car
riage return, but ner line feed. The initial value for this toggleRSLSE .

debug Toggles socket leel debugging (useful only to theuper use). Theinitial value for this
toggle isFALSE .

encdebug
Turns on debugging information for the encryption code.

localchars

If this is TRUE , then theflush, interrupt , quit, erasg and kill characters (sesetabove)
are recognized locallyand transformed into (hopefully) appropriaf&LNET control
sequences (respeady ao, ip, brk, ec andel; seesendabove). Theinitial value for this
toggle isTRUE in “old line by line” mode, andFALSE in “character at a timé&'mode.
When theLINEMODE option is enabled, the value lottalcharsis ignored, and assumed
to always beTRUE. If LINEMODE has eer been enabled, thequit is sent asbort, and
eofandsuspendare sent asof andsusp seesendabove).

netdata
Toggles the display of all netwk data (in hexadecimal format). The initial value for this
toggle isFALSE.

options
Toggles the display of some interrtalnet protocol processing (having to do wiTlEL-
NET options). Thenitial value for this flag iFALSE .

prettydump
When thenetdata flag is enabled, iprettydump is enabled the output from tinetdata

command will be formatted in a more user-readable format. Spaces are put between each

character in the output, and the beginning gf BELNET escape sequence is preceded by
a ™ to aid in locating them.

skiprc When the skiprc flag iSRUE, TELNET skips the reading of the .telnetrc file in the user’
home directory when connections are opened. The initial value for this RagSg.
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Toggles the display of all terminal data (irkadecimal format). The initial value for this
flag iISFALSE.

verbose_encrypt
When theverbose_encrypt flag is TRUE, TELNET prints out a message each time
encryption is enabled or disabled. The initial value for this togglFAISSE. Note:
Because of xport controls, data encryption is not supported outside of the United States

and Canada.
? Displays the lgd togglecommands.
z Suspendelnet. This command only works when the usetiell iscsh(1).

! [command
Execute a single command in a subshell on the local systiecommand is omitted, then an
interactive subshell is inoked.
? command
Get help. With no agumentstelnet prints a help summanyif a command is specifiedelnet will
print the help information for just that command.
ENVIRONMENT
Telnet uses at least theOME, SHELL, DISPLA, and TERM ervironment \ariables. Otheenvironment
variables may be propagated to the other side viaEh&IET ENVIRON option.
FILES
”f:%fb%tﬁ? usecustomized telnet startup values

(on remote host) - file containing Kerberos principals that are allowed access.
HISTORY
TheTelnet command appeared in 4.2BSD.
NOTES
On some remote systems, echo has to be turfiethoiually when in “old line by linémode.

In “old line by line” mode orLINEMODE the terminal eof character is only recognized (and sent to the
remote system) when it is the first character on a line.
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NAME
ftp — ARPANET file transfer program

SYNOPSIS
ftp [-v] [—d] [-i] [-n] [-g] [k realm] [-f] [-X] [-u] [-t] [hos]
DESCRIPTION

FTP is the user intedfce to theARPANET standard File Transfer Protocol. The program allows a user to
transfer files to and from a remote network site.

OPTIONS
Options may be specified at the command line, or to the command interpreter.

-V Verbose option forceffp to shav al responses from the remote semas well as report on data
transfer statistics.

-n Restraindtp from attempting ‘auto-login” upon initial connection.If auto-login is enabledtp
will check the.netrc (see below) file in the userhome directory for an entry describing an
account on the remote machiné.no entry «ists, ftp will prompt for the remote machine login
name (default is the user identity on the local machine), and, if necgssanpt for a passard
and an account with which to login.

-u Restraingtp from attempting ‘auto-authentication’'upon initial connection. If auto-authentica-
tion is enabledftp attempts to authenticate to tR&P sener by sending th&UTH command,
using whichger authentication types are locally supporte@nce an authentication type is
accepted, an authentication protocol will proceed by issabWr commands. Thigption also
disables auto-login.

=i Turns of interactve prompting during multiple file transfers.
—-d Enables debugging.

-g Disables file name globbing.
—f Causes credentials to be forwarded to the remote host.
—X Causes the client to attempt togogate encryption (data and command protectioelde”pri-
vate”) immediately after successfully authenticating.
-t Enables packet tracing.
COMMANDS

The client host with whiclftp is to communicate may be specified on the command line. If this is done,
ftp will immediately attempt to establish a connection toFaRr sener on that host; otherwisép will

enter its command interpreter andait instructions from the useWhenftp is avaiting commands from

the user the prompt “ftp>is provided to the userThe following commands are recognizedftpy.

! [commandi[argd]
Invoke an interactve shell on the local machine. If there are arguments, the first éntakbe a
command toxecute directlywith the rest of the arguments as its arguments.

$ macro-namgargg
Execute the macranacro-namethat was defined with thenacdef command. Aguments are
passed to the macro unglobbed.

account[passwidl
Supply a supplemental passa required by a remote system for access to resources once a login
has been successfully completed. If nguanent is included, the user will be prompted for an
account password in a non-echoing input mode.

append local-file [remote-filg
Append a local file to a file on the remote machilieemote-fileis left unspecified, the local file
name is used in naming the remote file after being alteredybpteans or nmap setting. File
transfer uses the current settingstfqre, format, mode, and structure.
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ascii  Set the file transfdype to networkASCII . This is the default type.
bell Arrange that a bell be sounded after each file transfer command is completed.
binary Set the file transfelype to support binary file transfer.

bye Terminate theFTP session with the remote server axd &p. An end of file will also terminate
the session and exit.

case Toggle remote computer file name case mapping dumggt commands. Wheraseis on
(default is of), remote computer file names with all letters in upper case are written in the local
directory with the letters mapped to lower case.

cce Turn off integrity protection on the command chann&his command must be sent integrity pro-
tected, and must be proceeded by a succesBfill command. Sinc&urning of integrity protec-
tion potentially allevs an attacker to insert commands onto the command channel,Fs&me
servers may refuse to honor this command.

cd remote-directory
Change the working directory on the remote machinmertmte-directory

cdup Change the remote machinenking directory to the parent of the current remote machiom-w
ing directory.

chmod mode file-name
Change the permission modes of theffilenameon the remote system toode

clear Set the protection W&l on data transfers tdclear”. If no ADAT command succeeded, then this is
the default protection V&l

close Terminate theFTP session with the remote servand return to the command interpreteékny
defined macros are erased.

cprotect [protection-levél
Set the protection V& on commands tqrotection-level The \alid protection leels are ‘clear”
for unprotected commandssafe” for commands integrity protected by cryptographic checksum,
and ‘private” for commands confidentiality and integrity protected by encryption. Kar
command succeeded, then theaddtfcommand protectionve is ‘‘safe’, otherwise the only pos-
sible level is “‘clear”. If no level is specified, the current Vel is printed. cprotect clearis equv-
alent to theccccommand.

cr Toggle carriage return stripping during ascii type file reftieRecordsare denoted by a carriage
return/linefeed sequence during ascii type file transf®hen cr is on (the default), carriage
returns are stripped from this sequence to conform witlukix single linefeed record delimiter
Records on non-UNIX remote systems may contain single linefeeds; when an ascii type transfer is
made, these linefeeds may be distinguished from a record delimiter onlycmwisesff.

deleteremote-file
Delete the fileemote-fileon the remote machine.

debug[debug-valug
Toggle debugging mode. If an optiond¢bug-values specified it is used to set the dgbing
level. Whendehugging is onftp prints each command sent to the remote machine, preceded by
the string ‘——>"

dir [remote-directory[local-file]
Print a listing of the directory contents in the directoeynote-directory and, optionally placing
the output inlocal-file. If interactve prompting is onftp will prompt the user to erify that the
last argument is indeed the target local file for receidingutput. Ifno directory is specified, the
current working directory on the remote machine is usedo local file is specified, docal-file
is ‘=’, output comes to the terminal.
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disconnect
A synonym forclose

form format
Set the file transfébrm to format. The default format is “file”.

getremote-file[local-file]
Retrieve the fileremote-fileand store it on the local machine. If the local file name is not speci-
fied, it is gven the same name it has on the remote machine, subject to alteration by the current
case ntrans, and nmap settings. Thecurrent settings fotype, form, mode, and structure are
used while transferring the file.

glob  Toggle filename expansion fandelete mget, and mput. If globbing is turned dfwith glob, the
file name arguments are taken literally and xpaeded. Globbinfpor mput is done as icsh(1).
For mdeleteandmget, each remote file name is expanded separately on the remote machine and
the lists are not mged. Expansionf a directory name is likely to be different from expansion of
the name of an ordinary file: theaet result depends on the foreign operating system and ftp
server and can be prgewed by doing ‘mls remote-files =" Notemgetandmput are not meant to
transfer entire directory subtrees of files. That can be done by transfetand)aarchve o the
subtree (in binary mode).

hash  Toggle hash-sign ‘@) printing for each data block transferred@ihe size of a data block is 1024
bytes.

help [commanil
Print an informatie message about the meaningcommand If no aigument is gien, ftp prints a
list of the known commands.

idle [secondk
Set the inactivity timer on the remote serveségondseconds. Isecondss omitted, the current
inactivity timer is printed.

Icd [directory]
Change the working directory on the local machitfeno directory is specified, the userhome
directory is used.

Is [remote-directory[local-filg]
Print a listing of the contents of a directory on the remote machine. The listing inclydgs-an
tem-dependent information that the server chooses to include; for example)MPostystems
will produce output from the command ‘Is -I'. (See afdist.) If remote-directoryis left unspec-
ified, the current wrking directory is used. If interagé prompting is onftp will prompt the user
to verify that the last argument is indeed thgettocal file for receing Is output. Ifno local file
is specified, or ifocal-fileis ‘~', the output is sent to the terminal.

macdefnacro-name
Define a macro.Subsequent lines are stored as the maworo-namea null line (consecutie
newline characters in a file or carriage returns from the terminal) terminates macro input mode.
There is a limit of 16 macros and 4096 total characters in all defined macros. Macros remain
defined until aclosecommand is xecuted. Themacro processor interprets ‘$’ and ‘\' as special
characters. A$’ followed by a number (or numbers) is replaced by the correspondiugnant
on the macro wocation command lineA ‘$’ followed by an ‘i’ signals that macro processor that
the executing macro is to be loopedn the first pass ‘$i’ is replaced by the first argument on the
macro ivocation command line, on the second pass it is replaced by the second argument, and so
on. A\ followed by ary character is replaced by that charactgse the ‘\' to preent special
treatment of the ‘$'.

mdelete[remote-file$
Deleteremote-fileson the remote machine.
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mdir remote-files local-file
Like dir, except multiple remote files may be specified. If intex@cfrompting is onftp will
prompt the user to verify that the lasg@ment is indeed the target local file for reoe mdir
output.

mgetremote-files
Expand theemote-fileson the remote machine and dget for each file name thus produceSee
glob for details on the filenamexgansion. Resultin§jle names will then be processed according
to case ntrans, and nmap settings. Filesre transferred into the local working directomhich
can be changed with ‘lcd directory’;weocal directories can be created with ‘! mkdir directory’.

mkdir directory-name
Make a drectory on the remote machine.

mls remote-files local-file
Like nlist, except multiple remote files may be specified, andidbal-file must be specifiedIf
interactve pompting is onftp will prompt the user to verify that the last argument is indeed the
target local file for receivingils output.

mode[mode-name
Set the file transfenodeto mode-name The default mode is “streaimhode.

modtime file-name
Shaw the last modification time of the file on the remote machine.

mput local-files
Expand wild cards in the list of local filesvgn as aguments and do put for each file in the
resulting list. Seeglob for details of filenamexpansion. Resultindgle names will then be pro-
cessed according tarans andnmap settings.

newer file-name
Get the file only if the modification time of the remote file is more recent that the file on the cur
rent system. If the file does notigt on the current system, the remote file is consideesekr.
Otherwise, this command is identicalget

nlist [remote-directory[local-file]
Print a list of the files in a directory on the remote machiheemote-directoryis left unspecified,
the current wrking directory is used. If interagé prompting is onftp will prompt the user to
verify that the last argument is indeed they&rocal file for receing nlist output. Ifno local file
is specified, or ifocal-fileis ‘~', the output is sent to the terminal.

nmap [inpattern outpatterh
Set or unset the filename mapping mechanism. If no arguments are specified, the flename map-
ping mechanism is unset. If arguments are specified, remote filenames are mappechpluring
commands angdut commands issued without a specified remote target filename. If arguments are
specified, local filenames are mapped dunmget commands andet commands issued without a
specified local target filename. This command is useful when connecting to non—-UNIX remote
computer with different file naming ceentions or practices. The mapping folls the pattern set
by inpatternand outpattern [Inpatterri is a emplate for incoming filenames (which maywéa
already been processed according tontinens andcasesettings). ¥riable templating is accom-
plished by including the sequences ‘$1’, ‘$2, ..., ‘$9inpattern Use ‘\' to prevent this special
treatment of the ‘$’ characteAll other characters are treated literaligd are used to determine
the nmap [inpatterr] variable alues. Br example, gien inpattern $1.$2 and the remote file
name "mydata.data”, $1 wouldveate value "mydata”, and $2 wouldveathe value "data" The
outpattern determines the resulting mapped filename. The sequences ‘$1’, ‘$2', ..., ‘$9" are
replaced by anvalue resulting from thenpatterntemplate. Thesequence ‘$0’ is replace by the
original filename.Additionally, the sequence spql seq?’ is replaced by $eq] if seqlis not a
null string; otherwise it is replaced bgg2 For example, the command

nmap $1.$2.$3 [$1,$2].[$2,file]
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would vyield the output filename "myfile.data" for input filenames "myfile.data" and
"myfile.data.old", "myfile.file" for the input filename "myfile", and "myfile.myfile" for the input
filename ".myfile". Spaces may be includedoutpattern as in he example: ‘nmap $1 sed "s/
*$//" > $1'. Use the ‘\' character to prent special treatment of the ‘$’[",], and’‘characters.

ntrans [inchars[outcharg]

Set or unset the filename character translation mechanism. If no arguments are specified, the file-
name character translation mechanism is unset. If arguments are specified, characters in remote
filenames are translated duringput commands angut commands issued without a specified
remote target filename. Ifguments are specified, characters in local filenames are translated dur
ing mget commands andet commands issued without a specified local target filenahimes
command is useful when connecting to a non-UNIX remote computer widedit file naming
corventions or practices. Characters in a filename matching a charadtehars are replaced

with the corresponding characterantchars If the charactes’ position inincharsis longer than

the length obutchars the character is deleted from the file name.

openhost[port] [-forward ]

passve

private

prompt

Establish a connection to the speciffexstFTP server An optional port number may be supplied,

in which caseftp will attempt to contact aRTP sener at that port. If thewto-authenticate
option is on (dedult), ftp will attempt to authenticate to tf¥@P sener by sending thaUTH com-
mand, using whicher authentication types which are locally supported. Once an authentication
type is accepted, an authentication protocol will proceed by isamag commands. Itheauto-

login option is on (dedult), ftp will also attempt to automatically log the user in to E@ server

(see belw). If the —forward option is specifieditp will forward a copy of the useis Kerberos
tickets to the remote host.

Toggle passie data transfer mode. In pagsinode, the client initiates the data connection by lis-
tening on the data porPassive node may be necessary for operation from behind/dlte which
do not permit incoming connections.

Set the protection Vel on data transfers tdgrivate”. Datatransmissions are confidentiality and
integrity protected by encryption. If neDAT command succeeded, then the only possibid is
“clear”.

Toggle interactie rompting. Interactie pompting occurs during multiple file transfers to ailo
the user to selestly retrieve a store files. If prompting is turned fofdefault is on), ap mget or
mput will transfer all files, and ansndeletewill delete all files.

protect [protection-level

Set the protection W& on data transfers tgrotection-level The valid protection lels are
“clear’ for unprotected data transmissiorisafe” for data transmissions integrity protected by
cryptographic checksum, anfrivate” for data transmissions confidentiality and integrity pro-
tected by encryption. If naDAT command succeeded, then the only possibig ie “‘clear”. If

no level is specified, the current Vel is printed. Thedefault protection kel is “‘clear”.

proxy ftp-command

Execute an ftp command on a secondary control conneciibis. command allows simultaneous
connection to tw remote ftp servers for transferring files between thesamers. Theirst proxy
command should be apen ,to establish the secondary control connection. Enter the command
"proxy ?" to see other ftp command®eutable on the secondary connection. The following com-
mands beha dfferently when prefaced bgroxy: open will not define nev macros during the
auto-login procesglosewill not erase gristing macro definitionggetandmget transfer files from

the host on the primary control connection to the host on the secondary control connection, and
put, mput, and appendtransfer files from the host on the secondary control connection to the host
on the primary control connection. Third party file transfers depend upon support of the ftp proto-
col PASV command by the server on the secondary control connection.
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put local-file [remote-filg
Store a local file on the remote machirieremote-fileis left unspecified, the local file name is
used after processing according ty arans or nmap settings in naming the remote fil€ile
transfer uses the current settingstfqre, format, mode, and structure.

pwd Print the name of the current working directory on the remote machine.
quit A synonym forbye.

quotearglfarg? [..]
The arguments specified are sent, verbatim, to the refmBtgerver.

recv remote-file[local-file]
A synonym for get.

regetremote-file[local-file]
Reget acts lile get, except that ifocal-file exists and is smaller tharemote-file local-file is pre-
sumed to be a partially transferred gab remote-fileand the transfer is continued from the appar
ent point of &ilure. Thiscommand is useful when transferring very large fikes aetworks that
are prone to dropping connections.

remotehelp[command-nanje
Request help from the remok@P server If a command-namés specified it is supplied to the
server as well.

remotestatus[file-namé
With no arguments, shostatus of remote machindf file-nameis specified, she status offile-
nameon remote machine.

rename [from] [to]
Rename the filfom on the remote machine, to the fite

reset Clear reply queueThis command re-synchronizes command/reply sequencing with the remote ftp
server Resynchronization may be necessary folft@y a violation of the ftp protocol by the
remote server.

restart marker
Restart the immediately folling get or put at the indicatednarker. On UNIX systems, marr
is usually a byte offset into the file.

rmdir directory-name
Delete a directory on the remote machine.

runique
Toggle storing of files on the local system with unique filenanties. file already exists with a
name equal to the @et local filename for get or mget command, a ".1" is appended to the
name. Ifthe resulting name matches anothésting file, a ".2" is appended to the original name.
If this process continues up to ".99", an error message is printed, and the transfer does not tak
place. Thegenerated unique filename will be reported. Note thatque will not affect local
files generated from a shell command (seevijel@hedefault value is off.

safe  Set the protection W&l on data transfers tdsafe”. Datatransmissions are integrity-protected by
cryptographic checksum. If "eDAT command succeeded, then the only possibig ile “‘clear”.

sendlocal-file [remote-filg
A synonym for put.

sendport
Toggle the use o0PORTcommands. Bydefault,ftp will attempt to use #ORTcommand when
establishing a connection for each data transfée use oPORTcommands can pvent delays
when performing multiple file transfers$f the PORTcommand 4ils, ftp will use the default data
port. Whenthe use ofPORTcommands is disabled, no attempt will be made toP@RT com-
mands for each data transfefhis is useful for certaifTP implementations which do ignore
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PORTcommands but, incorrectlindicate thewe been accepted.

siteargl[arg? [...]
The arguments specified are sent, verbatim, to the refmBteerver as 8ITEcommand.

sizefile-name
Return size ofile-nameon remote machine.

status Shaw the current status difp .

struct struct-name
Set the file transfestructureto struct-name By default “stream’ structure is used.

sunique
Toggle storing of files on remote machine under unique file names. Remote ftp server must sup-
port ftp protocolSTOUcommand for successful completion. The remote server will report unique
name. Dedult value is off.

system Shaw the type of operating system running on the remote machine.
tenex Set the file transfer type to that needed to tafkEREX machines.
trace  Toggle packet tracing.

type [type-namg
Set the file transfetype to type-name If no type is specified, the current type is printéithe
default type is networksScClI.

umask [newmask
Set the default umask on the remote servaetemask |f newmasks omitted, the current umask
is printed.

user user-namgpasswordl[account
Identify yourself to the remoteTP server If the passwords not specified and the serwequires
it, ftp will prompt the user for it (after disabling local echdf.an accountfield is not specified,
and theFTP sener requires it, the user will be prompted for it. Ifastountfield is specified, an
account command will be relayed to the remoteeseafter the login sequence is completed if the
remote server did not require it for logging idnlessftp is invoked with “auto-login” disabled,
this process is done automatically on initial connection t&Treserver.

verbose
Toggle verbose mode. In verbose mode, all responses fromTtheener are displayed to the
user In addition, if verbose is on, when a file transfer completes, statistjiesineg the eficiency
of the transfer are reported. By default, verbose is on.

? [commanil
A synonym for help.

Command arguments whichvyeaenbedded spaces may be quoted with quote " marks.

ABORTING A FILE TRANSFER
To aort a file transferuse the terminal interruptely (usually Ctrl-C). Sending transfers will be immedi-
ately halted.Receving transfers will be halted by sending=aP protocol ABOR command to the remote
server and discarding anfurther data receed. Thespeed at which this is accomplished depends upon the
remote serer's support forABOR processing. Ithe remote server does not supportAB®R command,
an ‘ftp>' prompt will not appear until the remote server has completed sending the requested file.

The terminal interruptdy squence will be ignored whetp has completed gnlocal processing and is
awadting a reply from the remote sew A long delay in this mode may result from thBOR processing
described abee, or from unexpected behar by the remote seev, including violations of the ftp protocol.
If the delay results from unexpected remote server behéwvéolocalftp program must be killed by hand.

FILE NAMING CONVENTIONS
Files specified as argumentdtjp commands are processed according to the following rules.
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=

If the file name- is specified,stdin(for reading) oistdout(for writing) is used.

If the first character of the file name is ‘|’, the remainder of the argument is interpreted as a shell
command. Ftp then forks a shell, usingoper{3) with the agument supplied, and reads from
(writes to) stdout (stdin). If the shell command includes spaces,ghmant must be quoted; e.g.
“"ls-It"". A particularly useful example of this mechanism is: “dir more”.

3. Failing the abwe dhecks, if ‘globbing” is enabled, local file names argpanded according to the
rules used iresh(1); c.f. theglob command. Iftheftp command expects a single local file (.e.g.
put), only the first filename generated by the “globbilgeration is used.

4, For mgetcommands andet commands with unspecified local file names, the local filename is the
remote filename, which may be altered liyaae ntrans, or nmap setting. Theesulting filename
may then be altered iifinique is on.

5. For mput commands angut commands with unspecified remote file names, the remote filename
is the local filename, which may be altered bytrans or nmap setting. Theresulting filename
may then be altered by the remote serveuifiqueis on.

FILE TRANSFER PARAMETERS
The FTP specification specifies nygrarameters which may affect a file transf€éhetype may be one of
“ascii’, “‘image” (binary), ‘ebcdic’, and “local byte sizé’(mostly for PDP-1® and PDP-205). Ftp sup-
ports the ascii and image types of file trangfiers local byte size 8 fdenexmode transfers.

Ftp supports only the default values for the remaining file transfer paranratats; form, and struct.

THE .netrc FILE
The .netrcfile contains login and initialization information used by the auto-login process. It resides in the
users home directory The following tokens are recognized; yiraay be separated by spaces, tabs, or ne
lines:

machinename
Identify a remote machineame The auto-login process searches thetrc file for amachine
token that matches the remote machine specified ditptttemmand line or as aspencommand
amgument. Once match is made, the subsequamtrctokens are processed, stopping when the
end of file is reached or anothmrchineor adefault token is encountered.

default This is the same awvachine nameexcept thatdefault matches apnname. Therean be only one
default token, and it must be after aflachinetokens. Thiss normally used as:

default login anonymous password user@site

thereby giving the useautomaticanorymous ftp login to machines not specified.metrc. This
can be werridden by using then flag to disable auto-login.

login name
Identify a user on the remote machine. If this token is present, the auto-login process will initiate
a login using the specifietame

passwordstring
Supply a passerd. If this token is present, the auto-login process will supply the specified string
if the remote server requires a password as part of the login process. Note that iethis fwile-
sent in thenetrcfile for ary user other thaanonymousftp will abort the auto-login process if the
.netrcis readable by anyone besides the user.

accountstring
Supply an additional account passd. If this token is present, the auto-login process will supply
the specified string if the remote server requires an additional accounbmhssmthe auto-login
process will initiate alCCT command if it does not.
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macdefname
Define a macro.This token functions li& the ftp macdef command functions.A macro is
defined with the specified name; its contents begin with tke.netrcline and continue until a
null line (consecutie rew-line characters) is encountered. If a macro namiéds defined, it is
automatically gecuted as the last step in the auto-login process.

ENVIRONMENT
Ftp utilizes the following environment variables.

HOME For default location of anetrcfile, if one exists.
SHELL For default shell.
SEE ALSO
ftpd(8)
Lunt, S. J., FTP Security Extensions, Internet Draftyédtber 1993.

HISTORY
Theftp command appeared in 4.2BSD.

BUGS
Correct &ecution of may commands depends upon proper behavior by the remote server.

An error in the treatment of carriage returns in the 4.2BSD ascii-mode transfer code has been corrected.
This correction may result in incorrect transfers of binary files to and from 4.2BSD servers using the ascii
type. Avoid this problem by using the binary image type.
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NAME
rlogin — remote login

SYNOPSIS
rlogin rhost[-ec] [-8] [-c] [ —a] [-f] [-F] [t termtypé [-n] [-7] [-PN | -PQ [-d] [~k realm] [-X]
[-L] [-] usernamg

DESCRIPTION
Rloginconnects your terminal on the current local host sy#itestto the remote host systetmost.

The version built to use Kerberos authentication is very similar to the standaeleBeltgin(1), except
that instead of thehostsmechanism, it uses Kerberos authentication to determine the authorization to use a
remote account.

Each user may e a pivate authorization list in a file .k5login in his login directoach line in this file

should contain a Kerberos principal name of the fprincipal/instance@realm If the originating user is
authenticated to one of the principals nhamed in .k5login, access is granted to the account. If there is no
/.k5login file, the principal will be granted access to the account according to the aname—>Iname mapping
rules. (Se&rb5_anadd(8Yor more details.) Otherwise a login and password will be prompted for on the
remote machine as ilogin(1). To avoid some security problems, the .k5login file must be owned by the
remote user.

If there is some problem in marshaling the Kerberos authentication information, an error message is printed
and the standard UCB rlogin igeeuted in place of the Kerberos rlogin.

A line of the form.” disconnects from the remote host, whére is the escape characteBimilarly, the

line “”Z"" (where “Z, control-Z, is the suspend character) will suspend the rlogin seSsibstitution of

the delayed-suspend character (normally “Y) for the suspend character suspends the send portion of the
rlogin, but allows output from the remote system.

The remote terminal type is the same as your local terminal typevéasigiyour environment TERMari-
able), unless thet option is specified (see b Theterminal or windw size is also copied to the
remote system if the server supports the option, and changes in size are reflected as well.

All echoing takes place at the remote site, so thatef@ for delays) the rlogin is transparehtow control
via "S and "Q and flushing of input and output on interrupts are handled properly.

OPTIONS

-8 allows an eight-bit input data path at all times; otherwise parity bits are stripped except when the
remote sides gop and start characters are other than "S/°Q. Eight-bit mode is the default.

-L allows the rlogin session to be run in litout mode.

—€ec sets the escape characterctoThere is no space separating this option flag and theeseape
character.

—-C require confirmation before disconnecting vid .

-a force the remote machine to ask for a password by sending a null local usefrrasneption has
no effect unless the standard UCB rloginxecaited in place of the Kerberos rlogin (seeedpo

—f forward a cop of the local credentials to the remote system.

-F forward aforwardablecopy of the local credentials to the remote system.

-t termtype
replace the terminal type passed to the remote hostenititype

-n prevent suspension of rlogin via “”"Zbr ‘*“°Y”.

-7 force seen-bit transmissions.

—-d turn on socket debugging (vi@tso&opt(2)) on the TCP sockets used for communication with the

remote host.
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request rlogin to obtain tickets for the remote host in reeltm instead of the remote host’
realm as determined lkyb_realmofhog3).

turn on DES encryption for data passed via the rlogin ses3iois.applies only to input and out-
put streams, so the username is sent unencryfteid. significantly reduces response time and
significantly increases CPU utilization.

Explicitly request ne or old version of the Kerberos¢md” protocol. Thenew protocol aoids

mary security problems found in the old oneythis not interoperable with older sers. (An
"input/output error" and a closed connection is the most likely result of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try.

rsh(1), kerberos(1), krb_sendauth(3), krb_realmofhost(3), rlogin(1) [UCB version], klogind(8)

".k5login (onremote host) - file containing Kerberos principals that are allowed access.

RLOGIN(1)
-k
—X
-PN
-PO

SEE ALSO

FILES

BUGS

More of the environment should be propagated.
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NAME
rsh — remote shell
SYNOPSIS
rsh host[-l usernamg[—n] [-d] [k realm] [-f | -=F] [-X] [-PN | -=PQ command
DESCRIPTION

Rsh connects to the specifidtbst,and executes the specifiedommand Rsh copies its standard input to

the remote command, the standard output of the remote command to its standard output, and the standard
error of the remote command to its standard erfbis implementation ofsh will accept ay port for the

standard error stream. Interrupt, quit and terminate signals are ptegag the remote commandh nor-

mally terminates when the remote command does.

Each user may a a pivate authorization list in a file .k5login in his login directoach line in this file

should contain a Kerberos principal name of the fprincipal/instance@realm If there is a “/.k5login

file, then access is granted to the account if and only if the originater user is authenticated to one of the
princiapls named in the “/.k5login fil®©therwise, the originating user will be granted access to the account

if and only if the authenticated principal name of the user can be mapped to the local account name using
the aname -> Iname mapping rules (&d¥5_anadd8) for more details).

OPTIONS
-l username
sets the remote usernameutgername Otherwise, the remote username will be the same as the
local username.

-X causes the network session traffic to be encrypted. This applies only to the input and output
streams, and not the command line.

—f cause nonforwardabledfberos credentials to be forwarded to the remote machine for use by the
specifiedcommand They will be remawed when commandfinishes. Thisoption is mutually
exclusive with the—F option.

-F causeforwardable Kerberos credentials to be forwarded to the remote machine for use by the
specifiedcommand They will be remared when commandfinishes. Thisoption is mutually
exclusive with the—f option.

-k realm
causessh to obtain tickets for the remote hostr@alminstead of the remote hastealm as deter
mined bykrb_realmofhoq@3).

—-d turns on soolt debugging (visetsokopt(2)) on the TCP sockets used for communication with
the remote host.

-n redirects input from the special devidev/null(see the BUGS section below).

-PO Explicitly request ne or old version of the Kerberos¢md” protocol. Thenew protocol aoids
mary security problems found in the old oneythis not interoperable with older sers. (An
"input/output error" and a closed connection is the most likely result of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try.

If you omit command then instead of»ecuting a single command, you will be logged in on the remote
host usinglogin(1).

Shell metacharacters which are not quoted are interpreted on the local machine, while quoted metacharac-
ters are interpreted on the remote machine. Thus the command

rsh otherhost cat remotefile >> localfile
appends the remote fitemotefileto the local fildocalfile, while
rsh otherhost cat remotefile ">>" otherremotefile
appendsemotefileto otherremotefile
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FILES
‘?i&‘.ib%ﬁﬁ (onremote host) - file containing Kerberos principals that are allowed access.

SEE ALSO
rlogin(1), kerberos(3), krb_sendauth(3), krb_realmofhost(3), kshd(8)

BUGS
If you are usingesh(1) and put ash(1) in the background without redirecting its inputag from the ter
minal, it will block even if no reads are posted by the remote command. If no input is desired you should

redirect the input ofsh to /dev/null using the-n option.
You cannot run an interas cmmand (likerogue(6) orvi(1)); userlogin(1).

Stop signals stop the locah process only; this is gnably wrong, but currently hard to fix for reasons too
complicated to explain here.
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Reference Manual for rcp

RCP(1) RCP(1)

NAME
rcp — remote file copy

SYNOPSIS
rcp [-p] [-X] [k realm] [-c ccachefilg[-C configfilg [-D port] [-N] [-PN | —=PQ filel file2

rcp [-p] [-X] [-k realm] [-r] [-D port] [-N] [-PN | —=POfIfile ... directory

rep [-f| -] ...

DESCRIPTION
Rcp copies files between machineSachfile or directoryargument is either a remote file name of the form
“rhost:path”, or a local file name (containing no ‘:’ characters, or a '/’ before:'ah

By default, the mode and owner file2 are preserved if it already existed; otherwise the mode of the source
file modified by thaumasKk2) on the destination host is used.

If pathis not a full path name, it is interpreted relatb your login directory omhost A pathon a remote
host may be quoted (using \, ", or ) so that the metacharacters are interpreted remotely.

Rcp does not prompt for passwords; it uses Kerberos authentication when connettiosf. td&cach user

may hae a pivate authorization list in a file .k5login in his login directofgach line in this file should

contain a Kerberos principal name of the fgrncipal/instance@realm If there is a “/.k5login file, then

access is granted to the account if and only if the originater user is authenticated to one of the principals
named in the “/.k5login file. Otherwise, the originating user will be granted access to the account if and
only if the authenticated principal name of the user can be mapped to the local account name using the
aname -> Iname mapping rules (&ee5_anadd8) for more details).

OPTIONS
-p attempt to preseev(duplicate) the modification times and modes of the source files in the copies,
ignoring theumask
-X encrypt all information transferring between hosts.
—k realm

obtain tickets for the remote host riealm instead of the remote hostlealm as determined by
krb_realmofhod3).

—c ccachefile
change the default credentials cache filedachefile

—C configfile
change the default configuation filedonfigfile

-r if any of the source files are directories, g@ach subtree rooted at that name; in this case the des-
tination must be a directory.

-PN

-PO Explicitly request ne or old version of the Krberos‘rcmd” protocol. Thenew protocol aoids
mary security problems found in the old oneytlis not interoperable with older sers. (An
"input/output error" and a closed connection is the most likely result of attempting this combina-
tion.) If neither option is specified, some simple heuristics are used to guess which to try.

-D port
connect to porport on the remote machine.

-N use a network connectionyem when copying files on the local machine (used for testing pur
poses).

—f-t  These options are for internal use onihey tell the remotely-running rcp process (started via the
Kerberos remote shell daemon) which direction files are being $&etse options should not be
used by the userln particular,-f doesnot mean that the userKerberos ticket should be for
warded!
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Rcp handles third party copies, where neither source nor target files are on the current ntdoktne.
names may also takthe form ‘rname@rhost’to use rnamerather than the current user name on the
remote host.

FILES
“/.k5login (onremote host) - file containing Kerberos principals that are allowed access.

SEE ALSO
cp(1), ftp(2), rsh(1), rlogin(1), kerberos(3), krb_getrealm(3), kshd(8), rcp(1) [UCB version]

BUGS
Rcp doesnt detect all cases where the target of aycopght be a file in cases where only a directory
should be lgd.
Rcp is confused by anoutput generated by commands in a .login, .profile, or .cshrc file on the remote
host.

Kerberos is only used for the first connection of a third-party;cthye second connection uses the standard
Berkelg rcp protocol.
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client
host

Kerberos

KDC
keytab

principal

service

ticket

TGT

an entity that can obtain a ticket. This entity is usually either a user or a host.
a computer that can be accessed over a network.

in Greek mythology, the three-headed dog that guards the entrance to the
underworld. In the computing world, Kerberos is a network security package
that was developed at MIT.

Key Distribution Center. A machine that issues Kerberos tickets.

a key table file containing one or more keys. A host or service uses a keytab
file in much the same way as a user uses his/her password.

a string that names a specific entity to which a set of credentials may be as-
signed. It can have an arbitrary number of components, but generally has
three:

primary  the first part of a Kerberos principal. In the case of a user, it is the
username. In the case of a service, it is the name of the service.

instance  the second part of a Kerberos principal. It gives information that
qualifies the primary. The instance may be null. In the case of a
user, the instance is often used to describe the intended use of the
corresponding credentials. In the case of a host, the instance is the
fully qualified hostname.

realm the logical network served by a single Kerberos database and a
set of Key Distribution Centers. By convention, realm names are
generally all uppercase letters, to differentiate the realm from the
internet domain.

The typical format of a typical Kerberos principal is primary/instance@REALM.

any program or computer you access over a network. Examples of services
include “host” (a host, e.g., when you use telnet and rsh), “ftp” (FTP),
“krbtgt” (authentication; cf. ticket-granting ticket), and “pop” (email).

a temporary set of electronic credentials that verify the identity of a client for
a particular service.

Ticket-Granting Ticket. A special Kerberos ticket that permits the client to
obtain additional Kerberos tickets within the same Kerberos realm.
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